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Secu rity Board Cnyx6a 3axucty IHbopmauii (C3lI)

Administrators Directors

Domain Controller Admin (DCA) Security Team Directory (STD)

Database Admin (DBA) Development Team Director (DTD)

Security Admin (SA) System Analysis Team Director (SAD) Architect
Network Admin (NA) Infrastructure Team Director (DTD)

Application Admin (AA)

CDTO

Lep>xxaBHa Cynosa AgmiHicTpauia (OCA)
Lep>xaBHe lNignpunemcTtao ([lT)
Buwa Papa lNpaesocynna (BPI)

Buwa KeanidikauinHa Kowmicia Cygais (BKKC)




Secu rity SyStem Cuctema TexHiyHoro 3axucty IHdbopmauii (CT3I) HAO T3l 2.3-025-24

Organizational Technical

Awareness and Training (AT) Access Control (AC)

Incident Response (IR) Audit and Accountability (AU)

Maintenance (MA) Assessment, Authorization, and Monitoring (CA)
Personnel Security (PS) Configuration Management (CM)

Physical and Environmental Protection (PE) Contingency Planning (CP)

|dentification and Authentication (l1A)
Media Protection (MP)

Metainformational System and Communications Protection (SC)
System and Information Integrity (Sl)

Supply Chain Risk M t (SR
Planning (PL) upply In Ri anagement (SR)

Program Management (PM)

Risk Assessment (RA)

System and Services Acquisition (SA)
Privacy (PT)

Security Evaluation Framework (CMDB)



Awareness and Training (AT)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

AT-1 — Policy for Literacy Training and Awareness
Al-2 — Literacy Training and Awareness

AT-2(1) — Practical Lessons

AT-2(2) — Phishing Simulations

AT-2(3) — Social Engineering

AT-2(4) — Anomaly Behavior Analysis

Al-3 — Role-Based Training

AT-4 — Educational System with Exams

Al-6 — Feedback Analysis



Risk Assessment (RA)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

RA-2 — Security Categorization
RA-3 — Risk Assessment
RA-5 — Vulnerability Monitoring and Scanning



System and Services Acquisition (SA)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

SA-5 — System Documentation
SA-9 — External System Services
SA-11 — Developer Testing and Evaluation



Access Control (AC)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

AC-1 — Automated System Account Management Policy

AC-2(1) — Automated System Account Management
AC-2(2) — Removal of Temporary and Emergency Accounts
AC-2(3) — Disable Inactive Accounts

AC-2(4) — Automated Audit Actions

AC-2(5) — Inactivity Logout

AC-2(6) — Dynamic Privilege Management

AC-2(7) — Role-Based Schemes

AC-2(8) — Dynamic Account Management.

AC-2(9) — Restrictions on Use of Shared and Group Accounts.
AC-2(10) — Shared and Group Account Credential Change
AC-2(11) — Usage Conditions

AC-2(12) — Account Monitoring for Atypical Usage
AC-2(13) — Disable Accounts of High-Risk Individuals
AC-7(2) — Purge or Wipe Mobile Device

AC-3(3) — Mandatory Access Control

AC-3(4) — Discretionary Access Control

AC-3(7) — Role-Based Access Control

AC-3(10) — Audited Override of Access Control Mechanisms
AC-3(11) — Restrict Access to Specific Information Types
AC-3(12) — Assert and Enforce Application Access

AC-3(13) — Attribute-Based Access Control

AC-3(15) — Discretionary and Mandatory Access Control

AC-5 — Separation of Duties
AC-6 — Least Privilege

AC-6(1) — Authorize Access to Security Functions

AC-6(2) — Non-Privileged Access for Non-Security Functions
AC-6(3) — Network Access to Privileged Commands

AC-6(4) — Separate Processing Domains

AC-6(5) — Privileged Accounts

AC-6(7) — Review of User Privileges

AC-6(9) — Log Use of Privileged Functions

AC-6(10) — Prohibit Non-Privileged Users

from Executing Privileged Functions



Access Control (AC-4) BPMN/ABAC

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

AC-4 (Base Control)

AC-4(1) — Object Security and Privacy Attributes
AC-4(2) — Data Processing Domains

AC-4(3) — Dynamic Information Flow Control
AC-4(4) — Flow Control of Encrypted Information
AC-4(5) — Embedding Data Types

AC-4(6) — Metadata

AC-4(7) — One-Way Flow Mechanisms

AC-4(8) — Security Policy Filters

AC-4(9) — Personnel-Conducted Reviews
AC-4(10) — Filters (De)Activation

AC-4(11) — Security Policy Filter Configuration
AC-4(12) — Data Type ldentifiers

AC-4(13) — Decomposition

AC-4(14) — Security Policy Filter Constraints
AC-4(15) — Detection of Unauthorized Info

AC-4
AC-4
AC-4
AC-4
AC-4
AC-4
AC-4
AC-4
AC-4
AC-4
AC-4
AC-4
AC-4

— Domain Authentication

— Metadata Verification

— Approved Decisions

— Physical and Logical Flows

— Single Access Point

— Normal Form

— Data Sanitization

— Audit Filter Actions

— Linear Filtering

— Orchestration Mechanism Filter

— Multi-Process Filtering Mechanisms

— Prevention of Transfer of Unfiltered Content
— Information Transfer Process Requirements



Privacy (PT)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

PT-2 — Authority to Process Personally Identifiable Information
PT-4 — Consent Management
PT-6 — Disassociation



Assessment, Authorization, and Monitoring (CA)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

CA-2 — Control Assessments

CA-6 — Authorization

CA-7 — Continuous Monitoring

CA-8 — Penetration Testing

CA-9 — Internal System Connections



Configuration Management (CM)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

CM-2, CM-3 — Baseline Configuration and Configuration Change Control
CM-6 — Configuration Settings

CM-7 — Least Functionality

CM-8 — System Component Inventory

CM-9 — Configuration Management Plan



Contingency Planning (CP)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

CP-2 — Contingency Plan

CP-7 — Alternate Processing Site

CP-9 — Information System Backup

CP-10 — Information System Recovery and Reconstitution



ldentification and Authentication (l1A)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

|A-2 — ldentification and Authentication (Organizational Users)
|A-2(1) — MFA for Privileged Accounts (Network Access)

|A-2(2) — MFA for Non-Privileged Accounts

|A-5 — Authenticator Management

|A-5(1) — Password-Based Authentication

|A-8 — ldentification and Authentication (Non-Organizational Users)



Media Protection (MP)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

MP-2, MP-4 — Media Access and Storage
MP-5 — Media Transport

MP-6 — Media Sanitization

MP-7 — Media Use



System and Communications Protection (SC)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

SC-7 — Boundary Protection

SC-7(3) — Access Points

SC-8 — Transmission Confidentiality and Integrity

SC-12 — Cryptographic Key Establishment and Management
SC-28 — Protection of Information at Rest



System and Information Integrity (Sl)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

S|-3 — Malicious Code Protection

Sl-4 — System Monitoring

Sl-7 — Software, Firmware, and Information Integrity
SI-10 — Information Input Validation



Supply Chain Risk Management (SR)

Cucrtema TexHiuyHoro 3axucty IHdopmauii (CT3I1) HAO T3I 2.3-025-24

SR-3 — Supply Chain Controls and Processes
SR-4 — Provenance
SR-11 — Component Authenticity



Secu rity PrOfileS KomnnekcHa Cucrema 3axucty IHdopmauii (KC3I)

Base Profiles Target Profiles
Public and Confidential (126) HAL Ne409 Lep>xaBHa Cypnosa AomiHicTpauia (ACA)
Official (155) HAL Ne419 Oep>kaBHe lMignpmnemctao (A1)

Buwa Papa lNpasocygaa (BPI)
Buwa KeanidikauinnHa Komicia Cypais (BKKC)

Industry Profiles

Public and Confidential (190)
Official (200)



Risk Assessment (CA.PRO.risk)

iex> CA.PRO.risk("ERP")

[

{"RISK-0OS-01", "BpasnusocrTi Active Directory (Kerberoasting, Pass-the-Hash, Golden Ticket)", ["AC", "IA", "SC"]},
{"RISK-OS-02", "3nos>xunsanHHa WMI ta PowerShell (Fileless-meTtogn)", ["'SI", "SC", "CM"]},
{"RISK-OS-03", "BpasnuBocTi Ha piBHi Agpa (BYOVD, Ring 0)", ["SI", "CM"]},

{"RISK-0S-04", "MaHinynauia mapkepamu goctyny (Token Stealing)", ['AC", "AU"]},
{"RISK-OS-05", "HekopekTHi go3sonn NTFS / Share (Orphaned SIDs)", ['"AC", "CM"]},
{"RISK-OS-06", "MiguweHHA npmueineiB Linux (Kernel, SUID, Dirty COW)", ["AC", "SI"]},
{"RISK-OS-07", "Bteua 3 koHTeunHepiB Docker/Kubernetes", ['SC", "CM"]},

{"RISK-OS-08", "3noexunBaHHA eBPF (npnxoBaHun moHiTopuHr)", ["AU", "SI"]},

{"RISK-OS-09", "IH’ekuii anHamiyHux 6ibniotek (LD_PRELOAD)", ["'SI", "CM"]},

{"RISK-OS-10", "BpasnusocTi PAM (06xig aBTeHTudikauii)", ['IA", "AC"]},

{"RISK-OS-11", "O6xig XProtect / Gatekeeper / SIP (macOS)", ['"CM", "SI"]},

{"RISK-0S-13", "TCC Bypass & Spyware (macOS)", ["SI", "PE"]},

{"RISK-OS-14", "Dyld Hijacking (macOS)", ["SI"]},

{"RISK-OS-15", "O6xig, Pointer Authentication PAC (Apple Silicon)", ["SI", "SA"]},

{"RISK-CRY-01", "lNocT-kBaHTOBI 3arpo3n SNDL (Store Now, Decrypt Later)", ['SC", "RA", "SA"]},
{"RISK-CRY-02", "ATakun ctopoHHiMn kaHanamun (DPA, Tanminr, EM)", ['SC", "PE", "SA"]},
{"RISK-CRY-03", "Fault Injection (Glitching, Voltage Drop)", ['"PE", "SI", "SC"]},

{"RISK-CRY-07", "BpasnusocTi kpunTtobibnioTek \foreignlanguage{ukrainian{ACTYVY} (KannHa, KynuHa, Padding Oracle)", ['SA", "SI"]}
{"RISK-CRY-08", "HepocTaTHA eHTponiAa reHepaTopa ncesgosunankosux yncen (PRNG)", ['SC"]},
{"RISK-CRY-09", "Btpata abo nepexonneHHAa PIN-koaisB HSM (kennorepn)", ["IA", "AT", "PE"]},
{"RISK-CRY-10", "®isn4yHa pgectpykuia HociiB «ABTop» (CryptoCard)", ['"PE", "MP"]},
{"RISK-CRY-11", "BpasnusocTi CCID gpansepiB TokeHiB (eckanauia npusineis)", ['SI", "CM"]},
{"RISK-CRY-12", "MNMigmiHa cecin PKCS#11 (MitM mix N3 LUICK Ta HSM)", ["SC", "SI"]},
{"RISK-NET-01", "BGP Hijacking & Route Leaks (nigmiHa aHoHciB AS)", ["'SC", "SI"]},
{"RISK-NET-02", "Ataku L2 (VLAN Hopping, ARP Spoofing, STP atakn)", ['SC", "AC"]},
{"RISK-NET-03", "BpasnusocTi IPSec / VPN (IKE downgrade, PSK BuTik)", ['SC", "IA"]},
{"RISK-NET-04", "DDoS (Slowloris, SYN Flood, amnnigikauia DNS/NTP)", ['"SC", "IR"]},

|



Network Architecture (CA.PRO.net)

iex> CA.PRO.net("ERP")

[

{"NET-DMZ-01", "OCSP / CRL nybnidyHun eHgnoiHT", "nybnivyHa nigmepexxa"},
{"NET-DMZ-02", "Beb-noptan LICK", "nybniyHa nigmepexka'},

{"NET-INT-01", "CermeHT cepBepis b1", "BHyTpiWWHA niamepexka b"},

{"NET-INT-02", "CermeHT pobo4mnx ctaHuin onepaTopis", "BHYyTPIWHA nigmepe>xa APM"},
{"NET-MGT-01", "VLAN IPMI /iLO agmiHicTpyBaHHA", "management VLAN"},
{"NET-AIR-01", "KopeHeBun LICK (ocpnauH sByzon)", "N/A"}

]



Role-Based Access Control (CA.PRO.roles)

iex> CA.PRO.roles("ERP")

[

{"ROLE-ADM-01", "ApmiHicTpaTop 6e3nekn", ['security_admin"]},

{"ROLE-AUD-01", "AyauTop", ["auditor"]},

{"ROLE-OPR-01", "OnepaTop peecTtpaduii’, ['reg_operator"]},

{"ROLE-SYS-01", "CucremHun npouec (Machine-to-Machine)", ["ocsp_service", "crl_generator"]},

{"ROLE-SADM-01", "I no6anbHnn cynepanmiHictpaTop (root/administrator)”, ["global_root_admin", "infra_super_user"]}

]



System Software Components (CA.PRO.sys)

iex> CA.PRO.sys("ERP")

[

{"SYS-0S-01-WIN", "Windows Server 2025 Datacenter (NATO STIG + DISA hardened) (2025 Datacenter)", []},
{"SYS-0S-01-ESX", "VMware ESXi 8.0 Update 3 (vSphere Foundation) (8.0 U3)", []},
{"SYS-0S-02-W11", "Windows 11 Pro 24H2 (24H2 (Build 26100))", []},

{"SYS-APP-01-1IT", "IIT KopuctyBaud LICK-1 (6ibnioteka «lIT Gryada-301») (3.0.1)", []},
{"SYS-APP-01-CIP", "Candep HSM Middleware (PKCS#11 + CMS + TSP knieHT) (2.8)", []},
{"SYS-APP-01-SIGN", "AsTop E-llignnc Cepsep (batch signing, LTV, XAdES-BES) (5.2)", [},
{"SYS-APP-02-WZ", "Wazuh 4.9 SIEM/XDR (OSSEC-based, FIM, compliance CIS/NIST) (4.9)", [},
{"SYS-APP-02-ZBX", "Zabbix 7.2 (active agents, encrypted PSK transport, alerting) (7.2 LTS)", []},
{"SYS-DB-01-PG", "PostgreSQL 17.2 (TDE + pgAudit + pg_partman) (17.2)", []},

{"SYS-DB-01-ORA", "Oracle Database 23ai (Advanced Security Option, TDE, Vault) (23ai (23.5))", []},
{"SYS-DB-02-RDS", "Redis 7.4 (TLS 1.3, ACL, persistence RDB+AQOF) (7.4)", []},

{"SYS-INF-01-VBR", "Veeam Backup & Replication 12.3 (immutable backups, SureBackup) (12.3)", [},
{"SYS-INF-01-BCL", "Bacula Community 15.0 (offline tape + air-gapped archive) (15.0)", []},
{"SYS-MW-01-NGX", "Nginx 1.27 (TLS 1.3 only, OCSP Stapling, CT Logs, HSTS) (1.27)", []},
{"SYS-MW-01-HAP", "HAProxy 3.0 (HA pair, health checks, rate limiting) (3.0 LTS)", []},
{"SYS-MW-02-IPA", "FreelPA 4.12 (Kerberos V, OTP, CA sub-ineHTuikaTtop) (4.12)", []}

]



Hardware Inventory (CA.PRO.inventory)

iex> CA.PRO.inventory("ERP")

[

{"ERP-STG-01", "ERP-STG-2025-001", "5HT Technology AllFlash NVMe Array (Sapphire Rapids Storage Controller)"},
{"ERP-STG-02", "ERP-STG-2025-002", "5HT Technology AllFlash NVMe Array"},
{"ERP-TAPE-01", "ERP-STG-2025-003", "HPE StoreEver MSL3040 Tape Library"},
{"ERP-WS-01", "ERP-WS-2025-001", "5HT Technology Workstation Compact (Sapphire Rapids)"},
{"ERP-WS-02", "ERP-WS-2025-002", "5HT Technology Workstation Compact (Sapphire Rapids)"},
{"ERP-KZI-01", "ERP-KZI-2025-001", "lIT Gryada-301 PCle HSM"},

{"ERP-KZI-02", "ERP-KZI-2025-002", "lIT Gryada-301 PCle HSM"},

{"ERP-KZI-03", "ERP-KZI-2025-003", "ABTOp CryptoCard Smart-01 (e-TokeH, CmapT-kapTa)"},
{"ERP-NET-01", "ERP-NET-2025-001", "Cisco Catalyst 9500-48Y4C"},

{"ERP-NET-02", "ERP-NET-2025-002", "Cisco Catalyst 9500-48Y4C"},

{"ERP-NET-03", "ERP-NET-2025-003", "Cisco ASR 1002-HX Router"},

{"ERP-FW-01", "ERP-NET-2025-004", "Cisco Firepower 4145 NGFW (FTD 7.6)"},

{"ERP-FW-02", "ERP-NET-2025-005", "Cisco Firepower 4145 NGFW (FTD 7.6)"},

{"ERP-SRV-01", "ERP-2025-001", "5HT Technology Tristellar 3U"},

{"ERP-SRV-02", "ERP-2025-002", "5HT Technology Tristellar 3U"},

{"ERP-SRV-03", "ERP-2025-003", "5HT Technology Quadstellar 4U"},

{"ERP-SRV-04", "ERP-2025-004", "5HT Technology Quadstellar 4U"},

]




Base Profile

ba3oBumn npodinb 6e3neku

Public and Confidential (126) HALl N2409

bazoBwuii npodiib
Oe3nexu cuctemu, e 00pobnseTses BigkpuTa abo koHpieHniiHa iHpopmarris

3ATBEP/I’)KEHO
Hakaz  Apminictpanii  JlepxxaBHoi
CIy>)kOM  CcHemialbHOro 3B’S3Ky Ta
3axucTy iHbopmalii YkpaiHu

2025 poky Ne

Ne Hasga xii 3micT aii 3ax0/aM 3aXHUCTY MiHniManbsHI He0OXiHI IapaMeTpH
3 Oe3nexku BIZINIOBITHO 10 | HAJIAIITYBAaHHA 3aXO/iB 3aXHUCTY BiAIOBIAHO
iHpopMarii HJ{ T3I 3.6- no HJI T3I 3.6-006-24
006-24
1 2 3 4 5
YnpasiiHHA J0CTYIOM
1. | Yopapninas obnikoBumu | 1) BH3HAUMTH J103BOJIeHI Ta 3abopoHeHi Tumu | AC-2 h.1. 24 roqunu
3arucaMu 00JIIKOBHX 3aIUCIB Y CHCTEMI; h.2. 24 rogunu
2) CTBOpIOBaTH, AaKTHBYBAaTH, 3MiHIOBaTH, h.3. 24 rogunu
JICAKTHBYBATH Ta BHJAJSATH OOJIIKOBI 3allMCH i3 j. MIHIMYM IIIOKBapTaJIbHO

nMinicTpanis Jlepxenenss’ a3ky

2, £
@ No(14/04/02-15567/2025/BH sia 30.06.2025
Ex= KEIL: Tonosenko A. B. 30.06.2025 15:06
bys SFAA9288358EC0030400000068D93A009159DF00
. Ceprudikar uitcuuii 3 30.01.2025 00:00 x0 29.01.2027 23:59

https://ca.n20.dev/priv/base-profile-409.pdf

Official (155) HA]1 N¢419

ba3zoBuii npodiib
Oe3meku cucTeMH, Jie 00pobseThes ciry)0oBa iHGopMaris

3ATBEP/2DKEHO
Hakaz  Apmimictpanmii  /lep»kaBHOi
CIy)kOH cHemialbHOrOo 3B’S3Ky Ta
3axucTy iHpopmamii Ykpainu

2025 poky Ne

Ne Ha3sga nii 3micT aii 3axo/M 3aXUCTY MiniManeHi He0OX1/1HI mapaMeTpu
3 Oe3nexu BIZINOBIHO 10 | HaJamITyBAaHHS 3aXOJIiB 3aXHCTY BiJIOBIJHO
iHpopMmanii HJ T313.6- no HJI T31I 3.6-006-24
006-24
1 2 3 + 5
YnpasiiHHS J0CTYyHOM
1. | YopaBniaus obnikoBumu | 1) Bu3HaYMTH J03BoJNeHI Ta 3abopoHeHi TumH | AC-2 h.1. 24 roguan
3alucaMH 00JIIKOBHX 3aITUCIB Y CHCTEMI; h.2. 24 roguuau
2) CTBOpIOBaTH, AaKTHBYBaTH, 3MIHIOBaTH, h.3. 24 roguau
JIeaKTUBYBAaTH Ta BHJANATH OOJIKOBI 3alHCH 13 j. MiHIMYM IIIOKBapTaJIbHO
CHCTEMH BIJIOBIHO 10 NONITHKH, mpoueayp, | AC-2(3) 1-nit mapameTp: He OutbIIE 72 rOAUH
nepeyMOB 1 KpUTepiiB opraHizaiii; d. 90 nuiB
AC-2(5) KiHelb po0040ro JHsA KOpHCTyBaya

& uB
wd Anminictpanis Jlepxenenss’a3ky
£¢ No04/04/02-15743/2025/BH Bin 01.07.2025
v KEI: lonosenko A. B. 01.07.2025 17:43
=% 3FAA9288358EC0030400000068D93A009159DF00
. Ceprudpikar aiitcunii 3 30.01.2025 00:00 10 29.01.2027 23:59
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Ind UStry PrOfile FanyseBuin npodinb 6e3nekn

binbLie 35 KOHTPOJIbHUX enneMeHTIB Ao ba3soBoro NMpuknagun BIAKPUTUX rany3esux npodinis

IA-2(1), |A-2(2), IA-5(2), IA-5(11), IA-5(12), IA-5(15), MiHICTEPCTBO KYNbTYypWU

1A-5(17), I1A-7, IA-2(12), AC-4(1), AC-4(2), AC-4(3), MinicTepcTBO unposoi TpaHcdopmaduii (TpembiTa)
AC-4(19), AC-4(22), AC-4(29), AC-7(2), AC-15, CypnoBa cuctema

AC-16, AC-19(1), AC-19(2), AC-19(4), MP-6,

MP-8(4), PE-22, SC-8(1), SC-12, SC-17, SC-28(1),

SC-28(2), SC-44, SC-49, SC-51, AU-10, AU-10(5),

SI 7 SATBEPI2KEHO
Haxkaz JlepxaBua CymoBa A aMminicTpariis YKpalnu
2026 poky Ne

['amy3eBuii mpodiab 6e31eKn CyIOBOI CUCTEMH, III0 BUKOPUCTOBYIOTHCS JIJIsI HAJAHHS XMAapPHUX

iex(494)> |ength CA.L2.Court.controls IIOCJIyT Ta,/ab0 MOCIYTr HeHTPY 06pOoOKM JaHUX IIyOJIiYHMM KOPHCTYBadaM Ta/a00 KPUTHIHO

BaXKJIMBUM 00’€KTaM iH(PaCTPyKTypH

Ne 3/ | Hassa xil 3 6e3neku SmicT ail 3axoau MiniMmaabHI HeoOXi1 Hi
indpopmarrii 3aXUCTY napaMeTpu
[IOJIITUKU TA ITPOLIEAYPU
1 [loniTuku Ta mpouenypu 3 a. Po3zpobuTn, 3aJ0KyMEHTyBaTH Ta AC-1
be3neku nomuputu [[IpusHadenHs: cepes BUSHAYEHOT'O

opraHizarji€ro nepconaiuy abo poseii|:

1. 2. [Bubip (omun abo aekinbka): PiBens
opranizanii; PiBens micii/6izHec-porecy;
piBEHBb CHCTEMH| HOJIITUKHA KOHTPOJIIO
JOOCTYyIY, sSKa:

(a) micTuTh MeTy, cdepy 3acTOCyBaHHsI, PO,
BiAIOBITAJIBHICTh, 3000B’A3aHHSI KEPIBHUIITBA,
KOOPJIMHAIIIIO Mi»K OpraHisalliiHuMU

I APO3a1JITaMHA Ta CUCTEMY KOHTPOJIIO

https://ca.n20.dev/priv/legal_|2_court_profile.pdf sianoniznocr (compliances);




Target PrOfile LlinboBuii npodinb 6e3nekn

NMpodinb 6e3nekn LOLA NMpodinb 6e3neku cyais

MiCTUTb OKpeMi HanawTyBaHHA CJIOBHUKIB MiCcTUTb OKpeMi HanawTyBaHHA CJIOBHUKIB

— Inventory — Inventory

— Roles — Roles

— Sys — Sys

— Data — Data

— Risk — Risk

— Proc — Proc

iex(1)> length CA.TeX.unfold CA.L3.Cod.controls iex(2)> length CA.TeX.unfold CA.L3.Court.controls

316 350



1.2.804.3.1.2.1 — basosuu npodinb 6e3nexkun (L1)

1.2.804.3.1.2.2 — lNany3eBuin npodinb 6e3nekn (L2) -
1.2.804.3.1.2.3 — LinboBunn npodhinb 6e3neku smnimnx cyais (L3) Target PrOfIIe
1.2.804.3.1.2.3.1 — Benuka lNanaTta BepxosHoro Cyay

1.2.804.3.1.2.3.2 — KacauinH1u agMiHICTpaTUBHUWN cyL Po3wupeHa cTpyKkTypa
1.2.804.3.1.2.3.3 — KacauinH1 rocnogapcbknn cyn npodinis
1.2.804.3.1.2.3.4 — KacauiH1U1 KpUMIiHaNibHU cyq,

1.2.804.3.1.2.3.5 — KacauinH1u1 UMBISIbHUN cyLq,

1.2.804.3.1.2.4 — LlinboBunn npodinb 6e3nekun BULLKMX criedianizoBaHux cyais (L3)
1.2.804.3.1.2.4.1 — Buwnn cyn 3 NUTaHb IHTENIEKTyaNlbHOI B1ACHOCTI

1.2.804.3.1.2.4.2 — Buwnn aHTUKOPYNUIMHUAA CyL,

1.2.804.3.1.2.4.3 — CnieuianizoBaHnm OKPY>XHUN agMiHICTPaTUBHUIN CcyL

1.2.804.3.1.2.4.4 — CneujanizoBaHn anenAauinHun agmiHicTpaTUBHUN cyq

1.2.804.3.1.2.5 — LinboBnn npodinb cyqis (L3)

1.2.804.3.1.2.5.1 — LinsoBunn npodinb 6e3nekn micuesux cyais (L4)

1.2.804.3.1.2.5.2 — LlinsoBun npodinb 6e3nek anenauiHmx cyais (L4)

1.2.804.3.1.2.6 — LlinboBnn npodinb 6€3nekn opraHiB Ta yctaHoB y cuctemi npasocynnA (L3)
1.2.804.3.1.2.6.1 — [OCA (L4)

1.2.804.3.1.2.6.2 — TY OCA, nponomixHi yctaHosu (L4)

1.2.804.3.1.2.6.3 — Papa cygais Ykpainu (L4)

1.2.804.3.1.2.6.4 — BPI1 (L4)

1.2.804.3.1.2.6.5 — BKKCY (L4)

1.2.804.3.1.2.6.6 — HauioHanbHa WwkKosa cynnis YkpaiHu (L4)

1.2.804.3.1.2.6.7 — PO ta TPME (L4)

1.2.804.3.1.2.6.8 — Cny>ba cynoBoi 0XopoHu (L4)

CyaAoOBOI CUCTEMW



AUthority to Operate ABTopu3sauia Cucremum 3axucty (AC3)

Developer Auditor

[TpoBOANTL OLIHKY PU3UNKIB, 0OCTEXEHHA cepenoBuLLa OTpumye TexHiyHe 3aBOaHHA Big po3pobHuKa Ta

Ta CTBOPIOE «TEXHIYHI IHCTPYKLUII» — TeXHI4YHe po3pobnAe [Nporpamy ekcneptmnsn. [poBoanTb
3aBgaHHA (LlinboBuin npodinb 6e3nekun). 3OiNcHIoe He3aNIEXXHUN TEXHIYHUW ayOuT, IHCTPYMEHTAalbHE
doi3nYHY IMNIEMEHTALUIO apXITEKTYPU Oe3neKu: TeCTyYBaHHA Ta NepeBIPKY IMMNIEeMEeHTOBaHUX
HanawToBye Kpuntorpadito, (AC-25), BCTaHOBIIOE KOHTPOJIIB HAaXXMBO. Y pasi ycnixy sngae EkcnepTHUN
cepTudpikaTt Ta 3gae cuctemy B JOCNIOHY BUCHOBOK ONA [ep>cnewu3B'A3KY.

ekcnayaTauiio.



Ad m i N iStrative O rders Oep>xaBHa CynoBa AgmiHicTpauia (CA)

[Mpo 3aTBepa>KEeHHA NONITUKUN aBTOpU3aLlil

[TPMNHATTA NONITUK 6e3neKu.
dopmarnbHMIN 3anycK rnpoLecy.

[Mpo npoBeaeHHA ayanTy
IHbopMmaLuinHol IHppaCTPYKTYpU cyais
Ta 3aTBEpPAKEHHSA AO0POXXHbOI KapTy
nepexopny Big €CITC po €ECIKC

Hakas npo npoBeneHHA iHBeHTapusau,ii
01A OLIHKN PU3KKIB.



Operational Orders nepxasue Nianpuemcreo (AN)

Mpo opraHi3auito pooiT I3 po3pooOKU Ta NMpo ctBOpeHHs Cny>Xoun 3axucTty iHpopmaLliii
BnpoBagxeHHs KCJ Ipo 3MiHY LITATHOrO PO3KSaay.

dopmasibHMI 3anyckK npouecy CTBOPEeHHA TexHIYHOoro

3aBOaHHA.

[Mpo 3aTBepa>KeHHSA MonoXXeHHSA npo
po3noain BianoBiaaabHOCTI, MpaB Ta

lNpo BU3HauYeHHA agMiHICTpaToPIB 060B’a3kiB agmiHicTpaTopis ECIKC

[P0 NPUNHATTA POJILOBOI MOAE. MPUIMHATTA NOAITMK 6e3neKMu.

Npo 3aTBeppxeHHs lNepeniky ocib, AKi MaloTb NMpo 3aTBepa>KeHHS NMONITUKU NOCTaYaHHS
npaso AOCTyny A0 NPUMILWLEHHS CEPBEPHOI [lpo 3MiHY NONITUKK 3aKyniBesib, NOCTa4YaHHA,
KimMmHaTu 1O/ TecTyBaHHA, NPUNOMKIW, NOCTAHOBKK Ha 6anaHc

IHbopMaLUINHO-KOMVHIKaAUIMHMNX CUCTEeM | NiacucTem.
[1pO TOKeHn gocTtyny. (popmaL, y : &



2024 —2026

maxim@synrc.com Makcum Coxaubkun
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