SATBEPI2KEHO

Hakaz [lepxkcmer3s’si30K YKpainu

2026 poky Ne

Baszosuii npodisnb 6e3meku cucremu, jie 00poOJIgeThCda BiakpuTa abo KoH I IeHiiiHa
indopmariis, 3aTBepzKennit HakazoM AaminicTpartii Jlepxcnenss’s3ky Big 30.06.2025 Ne 409

Ne 3/n | Hassa xil 3 6e3nexku 3wmict ail 3axoau Minimanabhi HeobxiaH1
indopmarii 3aXUCTY napamMeTpu
YIIPABJIITHHA JTOCTYIIOM (AC)
1 VIIPABJITHHSI a. BusHaunTy Ta 3aJJ0KyMEHTYBaTH TUIIN AC-2
OBJITIKOBUMN OOJIIKOBUX 3allMCiB CUCTEMH, JTO3BOJICHUX JIJIsI

3AICAMU (AC-2)

Bukopucrtanus B 1C s migrpuMky miseit,
3aB/laHb, (DYHKIIIH 1 IpolieciB opraxizariii.

b. IIpusnaunTty MeHemxepiB 06IiKOBHX
3alnCiB sl yIPaBIIHHS CUCTEMHUME
O6IIKOBUMHY 3aIllCaMU.

c. CTBOpUTH YMOBH [JIsI IPYIIOBOTO Ta
POJIBOBOI'O YJIEHCTBA.

d. BusHaunTy aBTOpU30BaHIX KOPUCTYBadiB
indopMaliifHOl cuCcTeMH, YJIEHCTBO B Ipymi Ta
pOJIi, & TAKOXK JO3BOJIHM AOCTYILy (HAIIPUKJIAT,
npusisel) Ta iHmi arpubyTy (3a norpebu) miist
KOKHOTO ODJIIKOBOI'O 3aIIHCY.

e. Bumararu cxpasienns |[IpusHadenHs:
BU3HAYEHOIO OPraHi3alli€io BiIMOBi1a1bHOIO
0c06010 ab0 POJLTIO| 3aIuTiB HA CTBOPEHHS
006JIIKOBUX 3allNCiB CUCTEMU.

f. CTBoproBaTH, aKTUBYBATU, 3MIHIOBATH,
JleaKTUBYBaTH Ta BUJIAJIATUA CUCTEMHI
006JIiKOBI 3aImcu BiAIIOBiIHO 10
[IIpu3nadenHns: BU3HAYEHUX OpraHi3alfieo
[OJIITUKY, IPOLELYD Ta yMOB|.

g. BopoBaauTy MOHITOPHHT BUKOPHUCTAHHS
006JIIKOBUX 3alIlCIB CUCTEMU.

h. IToBimomusaTu anMiricTparopis o6IiKOBIX
3anucis y Mexax |[Ipusnadennst:
BU3HAYEHOI'O OPraHi3alli€o 9acoBOro Iepiogy
JUIsT KOYKHOI CHTyarl]:

1. kot 061iKOBI 3anucu Oisible He MOTPiOH];
2. KOJIM KOPUCTYBadi 3BIJIbHEH] YU lepeBeieHi;
3. KOJIM BUKOPHUCTOBYIOTbCA 1HIUBITyasIbHi
cucreMu abo HasIBHI 3MiHH, SKi TOTPEOYIOTH
HOBHX 3HaHb.

i. ABTOpHM3yBaTH HOCTYII JO CHCTEMHU HA
OCHOBI:

1. [iiicHol aBTOpUM3aIil JOCTYILY.

2. IlepenbatyBaHOrO BUKOPHUCTaHHS CHCTEMH.
3. Inmux arpubyTiB, 0 BUMAratTbCs
oprasizariiero.

j- IIpoBomuTu meperuisiy 06/IIKOBUX 3aIlMCiB Ha
BiZIIOBiAHICTE BUMOTaM yIpPaBJIiHHA
obsrikoBumu 3anucamu 3 [[IpusHadenss:
BHU3HAYEHOIO OPTaHi3alli€io 9acToToIo)|.

k. BripoBaguTy mporiec IOBTOPHOI'O BUITYCKY
O06/IIKOBUX JAHUX CIJILHOTO/TPYIIOBOIO
061iKOBOrO 3anmucy (sKio Bin Oyze
POSTOPHYTHIA), KOJIM OCOOM BUXOAATH 3 TPYIIH.
1. V3roguTu mporecu yrupapiiiHHS OOJIKOBUMM
3alrcaMy 3 IIpollecaMy 3BiJIbHEHHS Ta
nepesofy (mepeiadi IOBHOBAYKEHD )
IIepCOHAJTY.

BU3HAYEHO TIEPCOHAJI 200 POJIi, HEOOXITHI JJIst
3aTBep/KeHHs 3allUTiB Ha CTBOPEHHHA
OBJIIKOBUX 3alluCiB

ITapameTp: ac_2 odp 03
T list

Snauenus: admin,
security officer

BH3HAYEHO IIEPCOHAJI 200 POJIl, SIKi MalOTh
6yTH MOBiTOMJIEH]

ITapamerp: ac_2 odp_ 05
T list

3uadenss: admin,
security officer




Ne 3/ | Hassa xil 3 Ge3nexku 3micT ait Baxoman Minimanabhi HeOOXigH1
indopmariit 3aXUCTY napamMeTpu
BU3HAYEHO IIepiof] 4acy, NPOTATOM SIKOTO ITapameTp: ac_2 odp_ 06
aJiMiHiCTpaTOpH OOJIIKOBUX 3allMCiB ITOBHHHI Tum: integer
OyTr moBimoMIeHi PO Te, IO OOIIKOBI Suatenusa: 30
3amnucu Oljblie He MOTPIOHL
BU3HAYEHO TEPMiH, IPOTSATOM SIKOT'O ITapameTp: ac_2 odp_ 07
HEOOXiIHO MOBIIOMJIATH aMiHICTPATOPIB Twum: integer
006JIIKOBUX 3aIlNCIiB 11PO 3BLIbLHEHHS abo Suauenusa: 30
[IepEBE/IEHHS KOPUCTYBA4IiB
BU3HAYEHO [1ePi0J] 9acy, IPOTATOM SIKOTO ITapameTp: ac_2 odp_ 08
HEOOXiIHO MOBiIOMJIATH aJMiHICTPATOPIB Tumn: integer
OOJIIKOBUX 3allMCiB IIPO 3MiHU Y BUKOPHUCTaHHI 3uavenus: 30
cucreMu abo HEOOXiAHICTH 3HATH PO 3MiHK
IS OKpeMOI ocobu
BU3HAYEHO [IEPIOJUYHICTD IIePErJIsLy ITapameTp: ac_2 odp_ 10
06JIIKOBUX 3aIIUCIiB Tum: integer
Suauenusa: 30
BumaraTu Bi KOpuCTyBadiB BUXOZUTH i3 AC-2(5)
cucremu, Koy [[IpusHaveHHs: BUUEPIAHO
BU3HAYEHUN OpraHisalji€io nepiogy wgacy
odikyBaHHsI ab0 OINC TOrO, KOJIU HEOOXiIHO
BUiiTH i3 cucTemu]|.
KopucryBadi moBuHHI BUXOIUTH 3 CUCTEMH, [TapameTp: ac_2 5 01
KOJIU 11epio] O4iKyBaHOl 6e31isbHoCTi abo Tum: integer
OIIKC 4Yacy, KOJIM ITOTPIGHO BHATH 3 CHUCTEMH Suauenusa: 30
Busnayeno gacoBuii nepio/; o4ikyBaHOI ITapamerp: ac_2 5 odp
Ge3misipHOCT] ab0 omuc, Koy MOoTpibHO Tum: integer
BHIITH 3 cuCTEMM Suauenus: 30
2 SABESITEYEHHSA 3aCTOCOBYBATH 3aTBEP/XKEH] TOBHOBAYKEHHSI AC-3
JOCTVIIY (AC-3) JJIs1 JIOTIYMHOTO JOCTYIly A0 iHdopmarii Ta
pecypciB CUCTEMU BiJIOBIHO JO YUHHOI
noJiTUKY (IPABUJI) yIPABJIHHSA JOCTYIIOM.
3aTBep/KeH] TOBHOBaKEHHsI Ha, JIOMTYHUN [Tapamerp: ac_3_ 01
noctyn fo indopmMariii Ta pecypciB cucremu Tum: list
BHKOHYIOTHCSI BIJITOBIIHO O YMHHUX Snauenns: default deny
OJITUK (IPABUII) YIPABJIIHHSA JOCTYIIOM rule, abac_rule 1
3 YIIPABJITHHA 3acTocyBaTu 3aTBEPKEH] IOBHOBAXKEHHS AC-4
IHO®OPMALIIMHUMUA JJIsT yIPaBJIiHHS IOTOKOM iHdopMmaril
IIOTOKAMU (AC-4) BCEPE/IMHI CUCTEMH Ta MiXK IOB’SI3aHUMHU
cucremamu Ha ocHOBI [[IpusnadenHs:
BU3HAYEHUMH OPraHi3alli€io MMOoJIiTUKaMU
yupasinas iHbOpManifHIM TOTOKOM].
3aTBep/KeH] TOBHOBAaYKEHHST 3aCTOCOBYIOThHCSI [Tapamerp: ac_4 01
J71s1 KOHTPOJIIO TIOTOKY iHdopMalil BcepeanHi Tum: list
CHCTEMHU Ta MIiXK ITiIKJIFOYEHUME CHCTEMaMU Snauenns: default deny
Ha OCHOBI IOJITUKYU yIpPaBJIiHHS rule, abac_rule 1
indopMaIifiHIMU TOTOKAMK
Busnayeno mosniTuku yrnpasBJiHHS [TapameTp: ac_4 odp
indopmMariiHuMyU TOTOKAMH BCEPEaUHi Tum: list
CHCTEMH Ta MiXK HiJKJIIOYEHHMU CUCTEMaMU Snauenns: default deny
rule, abac_rule 1
4 POBMEZ>KYBAHH# a. PoamexxyBaTu i foKymMeHTyBaTH AC-5
OBOB’4A3KIB (AC-5) [IIpnsnavyenns: Bu3Ha4YeHi opraHisarjieo
060B’sI13KM OKpeMux ocib|.
b. YcranoBuTHu npaBusia aBTOPU3AI] TOCTYILY
JJI TiATPUMKHA PO3MEXKYBAaHHS 00OB’A3KiB.
5 MIHIMIBAIIIA Buposagury npusiun minimizargii AC-6
ITIOBHOBAXKEHbB (AC-6) IIOBHOBAXKEHb, SIKAM J103BOJII€ KOPUCTYyBa4daM
(abo mporecaM, mo AiIOTH Big iMeHi
KOPHUCTYBadiB) 31ifCHIOBATH JIMIIEe TaKi
aBTOPU30BaHI 3BEpHEHHSI, sIKi HEOOXiTHI J1J1st
BUKOHAHHSI BU3HAYEHUX 3aBIaHb BiAOBiIHO
J10 1isteit (npusHadeHHs, Micii) opramizaiil Ta
byHKIIiA.
Apropusysaru nocryn o [[IpusnadeHHs: AC-6(1)

BU3HAa4YeHi opranizamiero (yHKIil Oe3mekn
(posropuyTi B anapaTHOMY, IIDOTPAMHOMY Ta
MikponporpamMHoMy 3abe3nedenti)| Ta
[IIpusnavenHs: BusHAUEHA OpraHizamico
iHdopMariisi, 1110 Ma€ BiHOIIEHHS 10
Gesneku| auist [[Ipusnadenns: BusHaIeH]
opranizaiiieo ocobu a6o pouti].




Ne 3/ | Hassa xil 3 Ge3nexku 3micT ait Baxoman Minimanabhi HeOOXigH1
indopmariit 3aXUCTY napamMeTpu
ABTOpH3yBaTH JOCTYI IO YIPABIIIHHS AU-9(4)
bYHKIIOHAJIBHICTIO &y IUTY TLIBKYA J1JIs
[[Ipusravenns: BusHaUeHO! Opraxizamiero
[iIMHOYKHMHU [IPUBLIEHOBAHIX KOPHCTYBadiB|.
6 HETIPUBIJIEMOBAHUI BumaraTu Bif KopucTyBadiB 06JIKOBHX AC-6(2)
JOCTVII 10O 3anuciB cucremMu abo poJieid, siki MatOTh
HE3AXUIITEHUX nocryn g0 [[IpusHaveHHs: BUSHAMEHUX
OYHKIIN (AC-6(2)) (AC-6) oprauizarieo dbyHKuiil 6e3neku abo
indopmanii, o crocyerbes Gesnekw],
BHKOPHCTOBYBATH HeIpHBiieiioBani 06IiKOBI
3alUCHA YU POJIi MiJl Yac JOCTYIY 10
He3axUIeHnX DYHKILIN.
Kopucrysaui o6sikoBux 3amucis (abo pouieit) [Tapamerp: ac_6_2 01
cucTeMu 3 AOCTYIOM 110 byHKI Oe3rieku abo Tumn: list
indopmariii, mo crocyerncst 6e3meKu, IOBUHHL Suauenus: admin,
BUKODPHCTOBYBATH HEIPUBiIeiioBaHl 06/iKOBI security officer
3anucu abo pouii mij 9ac JIOCTyILy 110
HE3aXUIEHNX (PYHKINT
O6MexkuTH npuBieiioBani o6IKOBI 3amucu B AC-6(5)
cucremi 3rigHo 3 [[Ipu3HadeHHs: BUSHAUYECHUM
oprasizarfieo nepconasoM abo possamu].
IIpusineitoBani 06JIIKOBI 3anucu B cUCTEMI [TapameTp: ac_6_5_01
obMerKeHO TepcoHaj abo poJii Tum: list
Snauenus: admin,
security officer
Buznateno nepconas abo posti, IKHM MaiOTb ITapamerp: ac_6_5 odp
OyTu oOMeskeHi npuBijieiioBani 06/ IKOBI Tumn: list
3allUCH B CUCTEMI 3uadenHs: admin,
security officer
7 3ABOPOHA Baxun 3axonu juis 3anobirannas Moxsusocti | AC-6(10)
HENPUBIJIEOBAHUM BHKOHYBATHU IpuBiIeiioBani dyHKIil
KOPUCTYBAUYAM HENIPUBiIeflOBAaHNME KOPUCTYBadaMu.
BUKOHVYBATI
[IPUBLIENOBAHI
®YHKIIIT (AC-6(10)) (AC-6)
8 HEBIAJII CIIPOBI a. Bcranosutu obmexkenns Ha [[Ipusnavenns: | AC-7

BXO/IY B CUCTEMY
(AC-7)

BU3HAUEHY OpraHi3amiero KinbkicTs|
IOCJIiIOBHUX HEYCHIIIHUX CIIPOO BXOLY
KOPHUCTYBa4da B CUCTEMY BIIPOIOBXK
[IIpusnadenns: BU3HAYEHOrO OpraHisarieo
YaCoOBOrO Mepiofy|.

b. Apromarnuno BukoHatn [Bubip (omuu abo
JeKiIbKa): GJIOKYBaHHs OGJIIKOBOIO
3anmcy/By3na Ha |[IpusHaveHHS: BUSHAYEHMI
oprasizajieo yacoBuil nepiof); 6JI0KyBaHHS
06IIKOBOTO 3a1mucy /By3Ja, JTOKU BiH He Gy/e
PpO30JIOKOBaHUM aIMIHICTPATOPOM;
3aTPUMAaHHS HACTYIIHOI KOMAHIU BXOJY B
cucremy 3a |HanaHHs: BUSHaYeHNM
OpraHi3aIfieio aJropuTMOM 3aTPUMKH];
Bukonary |[IpusHauenHs: BU3HAUEH]
opranizariero aii]|, Kosu nepeBuIeHoO
MaKCHUMAaJIbHY KiJbKICTb HEBIAIHX CIPOO
BXOJy B CHUCTEMY.

BusnauyeHno KiIbKICTb MOC/IIOBHAX
HEYCHIITHUX CIIPOO BXOAY KOPHCTYBada,
JIO3BOJIEHUX IIPOTSIIOM IIEBHOI'O IIE€PIOy dacy

[TapameTp: ac_7_odp_01
Tum: integer
3uavenus: 3

Busnatueno nepioz dacy, sIKUM 0OMEXKY€ETHCSI
KIJIBKICTD IOCJIIIOBHUX HEYCIIIHUX CIIPOO
BXOZy KOPHCTyBada

ITapamerp: ac_7 odp_ 02
Tum: string
SuadenHs: 15m

Ilepion gacy, Ha skuit 6yae 3ab6JI0KOBAHO
06utikoBuil 3amuc a6o By30s (Ko BUGPaHO)

[TapameTp: ac_ 7 odp_ 04
Tumn: string
SuadgenHs: 15m




Ne 3/m

Haszsa ail 3 6e3nekn
indopmariit

3micT ait

Baxoman
3aXUCTY

Minimanabhi HeOOXigH1
napaMeTpu

TTOTIEPE ;KBHHSI 1IPO
BUKOPUCTAHHSI
CHUCTEMH (AC-8)

a.
b. JleMOHCTpYBaTH KOPUCTYBAadYaM
[IIpusnavenns: Bu3HaYEeHE OpraHizamicio
croBimenHss abo 6aHep MPO BUKOPUCTAHHS
cUCTeMHU| Tepes THM, K HaJaBaTH JOCTYI [0
cucreMu, 110 3a0e3nedye Oe3leKy Ta
MIPUBATHICTH BiJIIOBIAHO /0 YMHHUX 3aKOHIB,
HOPMAaTUBHUX JOKYMEHTIB, HaKa3iB,
JQUPEKTUB, MOJIITUK, IIPABUJI, CTAHIAPTIB 1
KEepIBHUX IPUHINIIB, IKi 3a3HAYAIOTh, I0:

1. kopucTyBadi 3AiHCHIOIOTH JOCTYII JI0
YPSI0BOI CUCTEMU;

2. BUKOPUCTAHHSI CUCTEMHU MOYKE
KOHTPOJIIOBATHCS, PEECTPYBATHUCS Ta
MiJISITATU ayIUTY;

3. HECAHKI[JOHOBaHE BUKOPHCTAHHSI CHCTEMH
3a00pPOHSAETHCS Ta IIPUBOIUTH JO
KPUMIHAJIBHOI Ta IMUBIIBHOI BiIIOBiIaIbHOCTI;
4. BUKOPDHUCTaHHSI CUCTEMH O3Ha4a€ 3rOy Ha
MOHITOPHHT i 3amuc Jiif KOpucTyBada.
36epiraru crnosinenus: abo 6aHep Ha eKpaHi,
JIOKM KOPUCTYBa4dl HE BU3HAIOTH YMOBH
BUKODHCTaHHS Ta He NPUAMYTbH ABHUX Jiil
JIJIsl BXOJIy B CUCTEMY abO0 IMOJAJIBIIOTO
JOCTYILy JO CUCTEMU.

c. s 3araJbHOMOCTYIHUX CUCTEM:

1. gemoncTpyBaTu indopMaIlio Ipo yMOBH
BUKOpHCTaHHs cucremu [[IpusHadenus:
BU3HAYEH] OpraHizaliero yMoBu|, mepm Hix
Ha/laBaTH MOJAJIBIINI JOCTYI 0
3araJIbHOIOCTYITHOI CUCTEMU;

2. IeMOHCTPYBATH ITOCUJIAHHS, SIKIIO TaKi €,
Ha MOHITOpHHI, 3anuc abo ayauT, siki
Y3TO/KYIOTHCSI 3 AKOMOJIAIIEI0 IPUBATHOCTI
JIJ1s1 TAKUX CHCTEM, sIKi 3a3BHYail
3a00pOHSIIOTh TaKi [iT;

3. MaTH OIHUC aBTOPU30BAHOI'O BHKOPHUCTAHHS
CHCTEMH.

AC-8

10

BIOKYBAHIIS
IIPUCTPOIO (AC-11)

a. 3a00pOHUTHU TONAJIBIIUI JOCTYII IO
CHCTEMH IIJISIXOM 1HIIIIOBaHHs OJIOKYBaHHS
npucTporo micas [[IpusnaveHus: BU3SHATEHOTO
opranizaiero nepiony| 6esaisibaocTi a6o
IMicJIse OTPUMAHHS 3aIIUTy BiJ KOPUCTyBada.
b. 36epiraru 6sI0KyBaHHS IPUCTPOIO, IIOKU
KOPHCTYBa4 HE BiJJHOBUTH JOCTYII,
BHKOPHUCTOBYIOYIN BCTAHOBJICHI IIPOLELypHU
izenTudikaril Ta aBreHTUdIKAIII.

AC-11

Buznatieno uacoBuit IpoMizKOK
6e3/1isJILHOCTI, IMiCJIst KOO IHIIIETHCS
OJIOKYBaHHS IIPUCTPOIO

ITapameTp: ac_11_odp__
02

Tumn: string

SuavenHs: 15m

Cucrema npuxoBye (4epe3 6I0KyBaHHS
ceaHcy) iHdoOpMalio, MonepesHbO BUAUMY Ha
OucIuie], 3araJbHOJOCTYIIHUM 300PasKEHHSIM.

AC-11(1)

11

IMPUIIMHEHHA CEAHCY
(AC-12)

CeaHC KOpHCTyBada Ma€ 3aBEPIILyBATHCS
aBTOMaTUYHO Hicis [[IpusHadenHs:
BH3HAYEHUX OpraHisarieo yMoB abo
TPUTePHUX MOJiiA, IO BUMAaralTh
[PUIUHEHHS CEAHCY|.

AC-12

Busnagyeno ymoBu abo mogil, 1o BUMararThb
[IPUNIMHEHHS CEaHCy

ITapameTp: ac_ 12 odp
Tumn: list

3uaduenns: login, logout,
failed attempt

12

BILIAJIEHII JOCTYII
(AC-17)

a. BcraHoBuTH Ta 33/10KyMEHTYBaTH
OOMerKEeHHsI Ha BUKOPUCTAHHS, BUMOT'H JIO
koHbIirypanii/niaKIoYeHHs Ta peKOMeH AT
IO/0 3/IIMICHEHHS] KOYKHOI'O THILY BiJIJIaJIEHOTO
JOCTYILy.

b. ABropusyBaTu BinmaseHHl TOCTYI IO
CHCTEMH, TIEPII Hi?K OyyTh JI03BOJIEH] TaKi

i TKJTIOYEHHS .

AC-17




Ne 3/m

Haszsa ail 3 6e3nekn
indopmariit

3micT ait

Baxoman
3aXUCTY

Minimanabhi HeOOXigH1
napaMeTpu

Bignamenuit noctyn MapuipyTH3y€E€ThCs depe3
aBTOPHU30BaHI Ta KEPOBaHI TOYKH KOHTPOJIIO
JOCTYILy JO MEepexKi.

AC-17(3)

BukoHaHHSI IPUBLIEAOBAHIX KOMAaHJ 328
JIOTIOMOTOIO BiIJIaJIEHOTO JTOCTYILY TO3BOJIEHO
Jumie ayist HacTynHux norpeb: <AC-17(04)
ODP|01] morpebu >.

AC-17(4)

13

BE3IPOTOBUUM JOCTVII

(AC-18)

a. YcraHOBUTH OOMEXKEHHSI Ha BUKOPHUCTAHHSI,
BHUMOTr'H 10 KOHMIrypanil/miaKkmodeHss Ta
pexkoMeHAaIil o0 3iiicHeHHsT 6e3pPOTOBOrO
HOCTYILY.

b. Asropusysaru 6e€31pOTOBHH HOCTYN /10
CHCTEMH, TIePII HiXK OyyThb JO3BOJIEH] TaKi

i IKJIIOYEHHS.

AC-18

14

KOHTPOJIb JOCTVYITY
JIJIgl MOBLJIBHUX
ITPUCTPOIB (AC-19)

a. BcranoButu oOMerKeHHSI HA BUKOPUCTAHHS,
BEMOTH 10 KOH®Irypamii, BUMOru 10
MJIKII0OYEHHS 1 PEKOMEHIAllil 111010
BIIPOBa/PKEHHSI MOOLILHUX IIPUCTPOIB,
KOHTPOJILOBAHUX OPTaHi3alli€o.

b. ApropusyBaru miAKIIIOYEHHS MOGIIBHUX
[IPUCTPOIB 10 CUCTEM, sIKi €KCILIyaTyIOThCS
opraHi3arii€ro.

AC-19

<AC-19(05) _ODPJ[01] BUBPAHE
S3HAYEHHA ITAPAMETPIB>
BUKOPHUCTOBYETHCSI JIJIsl 3aXUCTY
KoHIAeHIIHOCTI Ta 1ijicHoCTI iHdOopMalil
Ha <AC-19(05) ODP[02] mobinbrux
TIPUCTPOSIX >

AC-19(5)

Bubpano oxue 3 nacrynaux SHAYEHD
ITAPAMETPIB: {nosre mudpysanusa
IIPUCTPOIB;

mmdpysanHa cxosui iHbOpMaii}

[Tapamerp: ac_19 5
odp 01

Tum: list

3HadeHHs: OBHE

i pyBaHHS ITPUCTPOIB,
g pyBaHHS CXOBHMII]
indopmaril

15

BUKOPUCTAHHS
3OBHIIIHIX CUCTEM
(AC-20)

a. |Bubip (omuH abo kinbka): BcranosiTh
[IIpusnavenns: ymMoBH, BU3HAUEH]
opranizanieo|; Busnaure |[Ipnsnagenns:
BU3HAYEHI opraizalieo 3acobu KOHTPOJIIO,
SIKi, SIK CTBEPIKYEThCH, OyAyTh peasizoBami
Ha 30BHIMIHIX cucTeMax]|, y3romzKeni 3
JOBIPYMMH BiTHOCHHAMU, BCTAHOBJICHUMU 3
IHINUMU OpraHiz3alisMu, sIKi BOJIOMIIOTh,
EKCIULyaTyIoTh Ta/abo 06CIyroByIOTh
30BHIIIHI CHCTEMH, JO3BOJISIIOYN
YIIOBHOBaXKEHUM OCODaM:

1. mocTyn o cucTeMHu i3 30BHIIIHIX CHCTEM;
2. 06pobuisiTH, 36epiraTu abo nepegaBaTu
KepoBaHy opragizamieio indopmamniio 3a
JIOTIOMOT'0IO 30BHIIIHIX CHUCTEM;

b. 3a6oponutn Bukopucranus [[IpusHauenus:
OpraHi3ariiHO-BU3HAYEH] TUIIH 30BHIIITHIX
cucrem.

AC-20

Bubpano oxgme abo Oinblre 3 HACTYIIHIX
3HAYEHD ITAPAMETPIB: {BcranosuTu
<AC -20 _ODP[02] ymMOBHU Ta HOJIOXKEHHSI>;

susnadnty <AC-20 ODP|03] 3axonu
3axucTy > }

ITapameTp: ac_20 odp
01

Tum: list

SHaueHHA: YMOBH Ta
MIOJIOZKEHHS, 3aXO/H
3aXUCTy

Busnayeno ymMOBU Ta IIOJIOXKEHHS, 1110
BiIOBIAAIOTH MOBIpYMM BigHOCHHAM,
BCTAHOBJIEHUM 3 iHIIMMU OpraHi3alfisiMu, siKi
BOJIOJIIIOTH, €KCILTYyaTyIOTh Ta,/abo
06CJIyrOBYIOTH 30BHIIIHI CHCTEMH (SIKIIO
BuUGpaHO)

[TapameTp: ac_20_odp_
02

T list

SHaYeHHs:




Ne 3/m

Haszsa ail 3 6e3nekn
indopmariit

3micT ait

Baxoman
3aXUCTY

Minimanabhi HeOOXigH1
napaMeTpu

ABTOpH30BaHi 0COOM MalOTH IPAaBO
BUKOPHCTOBYBATH 30BHIIIHIO CUCTEMY JIJIst
JOCTyIy A0 cuctemu abo Jjist 06podKu,
36epiranHs uu nepegadi indopmariii, 1o
KOHTPOJIIOETHCA OPraHi3alli€lo, JIUIIIE ITiC/Is
epeBipKM BUKOHAHHS 3aXO0JiB Oe3reku Ta
KOHDIAeHIINHOCT], 3a3HaYeHuX Yy MTOJIITUIl
Ge3neku Ta KOHMIgeHIiiHOCT] opraui3ariii, a
TaKOXK TITaHax O6e3IeKu Ta KOH@IIeHIIHHOCTI
(ko TaKi 3aCTOCOBYIOTHCS).

AC-20(1)

ABTopu3oBaHi 0cO6M MalOTh MPaBO
BUKOPHCTOBYBATH 30BHIIIHIO CUCTEMY ISt
JOCTyIy A0 cucremMu abo njist 06podKu,
36epiranHs 4u nepegadi indopmariil, mo
KOHTPOJIIOETHCS OPraHi3aIli€io, JIUIe Micas
MepeBipKY BUKOHAHHSI 3aX0/IiB Oe3I1eKn Ta
KOHDIJeHIIINHOCT], 3a3HaYeHUX Y MTOJIITUIl
Oesneku Ta KoHMimeHNiHOCT] Oprami3ariii, a
TAKOXK IJIaHax 6e3leKu Ta KOHOIIeHIIHHOCTI
(AIKIIO TaKi 3aCTOCOBYIOTHC )

ITapamerp: ac_20_1_a
Tum: list

3uadenss: admin,
security officer

ABTOopu30BaHi 0COOU MarOTh IIPABO
BUKOPUCTOBYBaTHu 30BHIIIHIO CuUCcTeMy Ijid
JOCTYIy J0 cucTeMu abo Jjisi 06pobKu,
36epiranus uu nepegadi indopmariii, 1o
KOHTPOJIIOETHCS OPTaHi3alli€lo, JIUIIIE TiC/Is
30eperKeHHsI TIOrOJZKEHUX YTOJ| IIPO

i IKJIIOYEHHS 200 0OPOOKyY cuUcTeMU 3
CTPYKTYPOIO oprasizariii, Ha sKiii po3MileHa
30BHIIIHA cuCTeMa

ITapamerp: ac_20 1 b
T list

Snauenns: admin,
security officer

Bukopucranusa nopraTuBHUX IIPUCTPOIB
HOCIIB iH(OpMaIlil yIIOBHOBaXKEHUMU 0COOaMHU
06MEeKEeHO y 30BHIIIHIX CHCTEMax 3a
JIOTIOMOT'0I0 OOMEKEHHSI.

AC-20(2)

Bukopucranas mopTaTUBHUX IIPUCTPOIB
HOCIIB iH(OpMaIlil yIIOBHOBaXKEHUMU 0COOAMMU
0OMEsKEHO y 30BHIIIHIX cucTeMax 3a
JIOIIOMOI'OI0 OOME>KEHHS

[Tapamerp: ac_ 20 2 01
Tum: list

Suavenus: admin,
security officer

Busnaueno obMmerkeHHsT Ha BUKOPUCTAHHST
aBTOPU30BAHUMH OCOOAMHU IIOPTATUBHUX
HOCITB iH(popManil y 30BHINIHIX cucTeMax

[Tapamerp: ac_20_ 2 odp
Ty list

Suauenns: admin,
security officer
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IIYBJIYHO JOCTVYIIHNN
KOHTEHT (AC-22)

a. IlpusnaunTy ocid, 10 yIIOBHOBaXKeHi Ha
po3mimmenns indopmaril B
3araJIbHOJOCTYIHIN cucTeMi.

b. HaBuaTu ynoBHOBaXkeHUX OCi6 TOMY, 11100
3araJibHOJIOCTYIIHA iHpOpMaIlliss He MicTHIa
indopmariiio 3 0OMeKEHIM JOCTYIIOM.

c. IlepersnisiaTy 3a1IpornoHOBaHM 3MicT
indopmarnii 1o mybJiikamii B
3araJIbHOJOCTYIHIN cucreMmi, 11106
rapaHTyBaTH, 110 TaM He MiCTUTBCS
indopmaris 3 OOMEXKEHUM JOCTYIIOM.

d. IleperisimaTn BMiCT 3arajibHOIOCTYITHOL
CHCTEMHU Ha IPEJIMET HASIBHOCTI Tam
iHdopMarliil 3 OOMEKEHUM JIOCTYIIOM 3
[[IpusHavenns: BUSHAYEHOIO OPraHi3aIieo
JacToTo|; Taka iHdopMaliisa Mae GyTu
BUJIaJIeHa B pa3i 11 BUSBJIEHHS.

AC-22
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OBIBHAHICTb TA HABYAHH{ (AT)
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HABYIAHONA 3
HIJIBULIEHHS
OBI3ZHAHOCTI (AT-2)

BrpoBanuTu 6a30Bi TpeHiHrH 3 IiIBUIIEHHS
obizHanocTi y cdepi H6e3reku Ta MpUBATHOCTL
ISl KOPUCTYBA4iB cuCTeMH (BKJIIOYHO 3
MeHeJPKepaMU, KEpIBHUKAaMU KOMIAHIH i
iApSIHAKAMN):

a. 3abe3neunTy HaBYaHHS 'PAMOTHOCTI 3
nuTaHb OE3MEeKN Ta KOHMIIEHIIHHOCTI AJ1st
KOPHCTYBa4iB cuCTeMHU (BKJIIOYAIOUN
MEHEPKEPIB, KEPIBHUKIB BUIIO] JIAHKH Ta
MiAPSAIHUKIB):

1. sIK YaCTHUHY MTOYATKOBOI'O HaBYAHHS JIJIsI
HOBuX Kopucrysauis i [[Ipusnadenns:
9acTOTa, BU3HAYEHa OpraHisaniero| micss
1BOTO;

2. FIKIIO I[HOTO NMOTPEOYIOTH CUCTEMHI 3MiHI
abo HacrynHi [[IpusHadenns: mozil, BuU3Ha4eH]
opramnizamieo].

b. BukopucroByBaTy HaBeIeHI HUXKIE

MeTOo M, 06 MABUIMUTH PiBEHb OE3IIEKU Ta
KOHMIAEHIIHOCTI KOPUCTYBaIiB CHCTEMU
[3aBpanus: BusHaueni oprauizaniero meronu
noiadopmosanoCTi|;

c. OHOBIIIOBATH HABYAHHS I'PAMOTHOCTI Ta
3mict obisHaHOCTI [3aBmaHHsA: YacToTA,
BHU3HaUYeHA oprasizaniero| i HacTyHi
[3aBnanus: moxil, Busnaveni opranizaniero|;
d. BrirounTy ypoku, OTpuMaHi 3 BHYTPIIIHIX
abo0 30BHINIHIX IHIMIEHTIB Ge3neku abo
MOpYIIEeHb, Y HAaBYaHHS 'PAMOTHOCTI Ta
METOIM IIABUINEHHS 0013HaHOCTI.

AT-2

Buznatieno nepiogutHiCTh NPOBEIEHHS
HaBYaHHS I'PAMOTHOCTI 3 NUTaHb O€3NEeKH MJIs
KOPHCTYBadiB cucreMu (B TOMy 9uCJI
MeHeJPKepiB, BUIIOIO KEPIBHUIITBA Ta
HiAPSAAHUKIB) MiC/Is HOYATKOBOIO TPEHIHTY

ITapamerp: at_ 2 odp 01
Tum: string
3HadeHHs: MOPIYHO

Busnaueno nepioguyanicTs IpoBeieHHSA
HaBYaHHS IPAMOTHOCTI 3 UTaHb
KOHMIZEHIIHOCT] 11T KOPUCTYBadiB CHCTEMH
(B TOMY 4HCIIi MEHEPKEPIB, BUIIIOIO
KEpIBHUIITBA Ta IIi(PSAHAUKIB) MicIst
IIOYATKOBOT'O TPEHIHTY

ITapamerp: at_ 2 odp 02
Tum: string
3Ha“EHHS: MIOPITHO

BeecTu 510 mporpamMu HaBYaHHS BIIPABU 3
po3snizHaBaHHSA Ta BUABJIEHHS MOTEHI[IHHUX
IHZUKATOPIB BHYTPIIIHIX 3arpos.

AT2(2)
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POJILOBE HABUAHHSI
(AT-3)

a. 3abe31eunT NPOBEICHHsT HABYAHHS 3
nuTaHb 6E3MEKU Ta IPUBATHOCTI Ha OCHOBI
poJieil Juisd pPaliBHUKIB 3 POJIAMU Ta
obop’si3kamu: [[Ipusnadenns: BusHaueHi
opranizaiiero poJi Ta 060B’A3KH]:

1. mepen aBTOpHU3AI€IO JOCTYIY O CUCTEMH,
indopMariii a60 BUKOHAHHSM MPU3HAYEHUX
060B’sa3kiB i [[Ipusnauenns: gacrora,
BU3HAYEHA OpraHizanieo| mcis nporo;

2. KOJIX IBOr0 MOTPEOYIOTH CUCTEMHI 3MiHU.
b. OHOBUTH HaBYAJBHUN KOHTEHT Ha OCHOBI
podeii [[Ipusnadenns: 9acToTa, BUSHAYEHA
opranizanieo| i macrynui [[Ipusnauenns:
nozil, BU3HadeH] oprasizaiero;

c. Bkurrouite y poJibOBe HaBYaHHS,
indopMmaIiio, OTpuMaHy 3 BHYTPIIIHIX abo
30BHIIIHIX IHIUAEHTIB Ta MOPYIIEeHb OE3IEKU.

AT-3

Busnageno poJii Ta 000B’si3KM /11 TPEHIHTIB
3 6e3meKku Ha OCHOBI poJieit

ITapamerp: at_ 3 _odp 01
T list

3uadenssi: admin,
security officer

Buznatieno pouii Ta 000B’S3KH [J1s1 TPEHIHTIB
3 KOHDIAEHIIIHHOCTI Ha OCHOBI poJteit

[TapameTp: at_3_odp_ 02
Tum: list

3navennsa: admin,
security officer

Busna4ueHo 4acToTy OHOBJIEHHS 3MiCTY
HaBYaHHSI Ha OCHOBI poseit

[Tapamerp: at_3_odp_ 04
Tum: integer
3uauenus: 30




Ne 3/ | Hassa xil 3 Ge3nexku 3micT ait Baxoman Minimanabhi HeOOXigH1
indopmariit 3aXUCTY napamMeTpu
AYINT TA IIOA3BITHICTH (AU)
19 TMIOOIl AVIUTY (AU-2) a. Busnauntu tunu noniit, aki cucrema Moxke AU-2
peecTpyBaTH JJjisd HMiATPUMKH (DYyHKIIT
aynuty: [[IpmsHadenss: Tunu noxii,
BU3HAYEHI OpraHizalli€io, siki cucreMa 3/1aTHa
peecTpyBarul;
b. KoopaunysaTu dyHKIIT ayauTy 6e3meku 3
IHIMUMU OPTaHi3aAIIMHUMU IMiIPO3TijIaMu, sKi
BHMAaraloThb iHdopmMariii, mos’s3aHol 3
ayJaUuTOM, JIJIs TIOCUJIEHHS] B3a€MHOI
OiATPUMKH Ta JOIOMOrH y BHOOPI THIIB
IIO/1i#A, 1110 TIEPEBIPAIOTHCH;
c. BuznauwuTu, siki Tunu noaiit migrAraoTbh
ayaury: [[Ipusnadenns: Bu3HadeH]
OpTraHi3aIji€lo nozail, 1o HiJIAraloTh Ay uTy
(migMHOXKMHA MOAIH, IO MiJUIAraloTh ayauTy,
pusHadenux B AU-2 a.), a TaKOXK 4acToTa
(abo cuTyaris, MO BUMAra€) MPOBEJICHHS
ayJUTy JUls KOXKHOI inentndikoBanol nmouii
d. O6rpyaTyBaTH, YOMy THUIHN IOAiH, II0
IIePEBIPSIOTHCS, BBayKAIOThCS TOCTATHIMA JIJIsI
MiATPUMKH PO3CJIiyBaHb IHIUIEHTIB
(mocrdaxTyMm), NOB’s13aHUX 3 GE3MEKOI0 Ta
MPUBATHICTIO;
e. Ilepernanbre it OHOBITH THUNM TOIi,
Bubpani Jyis xKypHasosanus |[Ipusnadenns:
9aCcTOTa, BU3HAYEHA Opraisanieno].
Sas3HaveHi TUIN HOiK peecTpyloThbest 02 [Tapamerp: au_2 c¢_ 02
ODP|03] gacrora abo curyanis>; Tum: string
3HaYEeHHs: [OPITHO
<AU-
IlepernsgaoTbes Ta OHOBIIIOIOTHCS THUIIR ITapameTp: au_2 e
rnoAiit, BUOpaHi /Ui peecTpaliil, 4acToTa. y Tum: string
cucreMi 3HaYEHHS: [OPITHO
Busnayeno vacrory abo curyariiio, 1o [Tapamerp: au_2 odp_ 03
BUMArae IIPOBEJICHHS ayJUTy JJis KOXKHOI Tum: list
imerTudikoBaHOI MOIIT 3uadgenns: login, logout,
failed attempt
YHacroTa neperyisiay Ta OHOBJIEHHS THUIIIB ITapameTp: au_2 odp 04
noAiit, oOpaHuX JJIs YKy PHAJIIOBaAHHS Tumn: string
3HaYEHHS: IOPITHO
20 SMICT 3AIINCIB AYIUTY Ilepexkonatucs, mo 3alucu ayJIuTy MICTATH AU-3
(AU-3) indopMariio, sKa BCTAHOBJIIOE HACTYIIHE:
a. AKUN THI HOJil cTaBCs;
b. Kostn BigOystacst mois;
c. Jte BigbOysacst mois;
d. mrxepeso momil;
€. HACJIAKU TIO/Iil;
f. pesyabrar noxii Ta igenTHdiKaTOP
Oyab-sKux 0cid abo cy6’eKTiB, IOB’sA3aHUX 3
MO/Ti€T0.
Bamnucu ayauTy MICTSATh 1HMOPMAIIIIO, IKa [Tapamerp: au_3_ a
BCTAHOBJIIOE SIKUI THII IOl cTaBCs Tum: list
3uadenns: login, logout,
failed attempt
3anucu ayauTy MICTATh 1HPOPMAIIIIO, SKa ITapamerp: au_ 3 d
BCTAHOBJIIOE JZKEPEJIO Ol Tumn: list
3uauenHs: login, logout,
failed attempt
Banucu ayauTy MicTsTh 1HMOPMAIo, sKa ITapamerp: au_3 e
BCTAHOBJIIOE HACJIIKNA TOIIT Tum: list
Snauenus: login, logout,
failed attempt
3anucu ayauTy MIiCTATh 1HMOpPMAIiio, SKa ITapamerp: au_3_f
BCTAHOBJIIOE PE3YJIBTAT IOl Ta Tum: list
ineaTudikaTop Oyab-sikux ocib abo cy6’ekTiB, 3unauenus: login, logout,
OB SI3aHUX 3 MOJIEI0 failed attempt
CdopmoBaHi 3anucu ayIiuTy MiCTSATb AU-3(1)

nHacrynrny <AU-03(01) ODP nonmarkosa
indopmarisa>.




Ne 3/ | Hassa xil 3 Ge3nexku 3micT ait Baxoman Minimanabhi HeOOXigH1
indopmariit 3aXUCTY napamMeTpu
21 S3BEPEKEHHS 3AIINCIB 36epiraTu 3anucu ayIuTy BIPOIOBAK AU-11
AYINTY (AU-11) |[[IpusHavenHs: BUSHAUEHOrO OpraHi3ariero
nepiony vacy, BiAIOBigHO mostiTuii
36epiranas 3anucis|, mob 3abesneanTn
HiATPUMKY PO3CiiLyBaHb (10CTdAaKTyM)
iHIUIeHTIB Ge31eKU Ta IIPUBATHOCTI, & TAKOXK
JJIs1 33JI0BOJICHHSI BUMOI HOPMATHUBHUX 1
JOKYMEHTIB opraHizaril mo/10 36epeKeHHs
JaHUX ayIouTy.
a. 3abe3neunTyn remepaiio ganux ayauty g | AU-12
TUIIB MO, 1m0 nepesipsitorbest B AU-2a B
[[Ipusnadenns: BU3HAYEHUX OPraHi3alfieo
KOMIIOHEHTAX CHCTEMH].
b. Jossosuru [[Ipu3HadeHHs: BUSHAYECHOMY
opranizamieo nepconaisy abo mocaaamM|
BUOMpPATH, sIKI TUIU MOJIH, 1110
EPEBIPAIOTHCs, TTOBUHHI TTepeBipATHCSH
OKPEMUMH KOMIIOHEHTAMH CHCTEMU;
c. lenepyBaTu 3anucu ayauTy s TUIIB
noziit, BusHavenux B AU-2c. 3 BMicTOM 3rijHO
3 AU-3.
BH3HAYEHO IIEPCOHAJI a0 POJIl, SKUM ITapamerp: au_12 odp 2
JO3BOJIEHO OOMPATU TUIU IO, [0 MAIOTh Tum: list
PEECTPYBATUCS MEBHUMHU KOMIIOHEHTAMU 3uadenHs: admin
CHCTEMU;
<AU-12_ODPJ02] nepconan a6o posi> ITapamerp: au_12 b
MO2Ke/MOXKYTh BUOMpPATH TUIM HOZiH, sKi Tum: list
OyyTh PEECTPYBATHUCS ITIEBHUMU 3navennsa: admin
KOMIIOHEHTAMU CHCTEMH;
22 PEAT'YBAHHSA HA a. Cnosimaru |[Ipusnadenns: Bu3HaueH] AU-5
BIZIMOBU OBPOBKU opranizajeo nepconas abo nocaau| y pasi
JAHUX AVIUTY (AU-5) 36010 OOPOOKHU JaHUX ayAuTy B
[IIpusnadenns: Bu3HavYeHuil oprauizaieio
nepiof; gacy|.
b. Bukonaru HacTynHi J0JaTKOBI [Iil:
[IIpusnavenns: Busnaveni oprauisamiero i,
5Kl HeOOXimHO 3pobuTH].
Ilepconast abo poJii OTPUMYIOTH CHOBIIIEHHS Y IlapameTp: au_5 a
pa3i 36010 mporecy 06poOKU JTaHUX AYIUTY Tum: list
nepiogy vacy 3uadenns: admin,
security officer
JlonaTkoBi il BUKOHYIOTbCS y pa3i 30010 ITapamerp: au_5 b
rnporiecy oOpoOKH JaHUX ayIuTy Tum: list
3uauenns: login, logout,
failed attempt
Busnaueno nepconas abo poii, sKi ITapamerp: au_5 odp 01
OTPUMYIOTH CIOBilIeHHs PO 3601 B mporieci Tum: list
0OpOOKY JAHUX AYIUTY Suauenns: admin,
security officer
Busnayeno nepioj; yacy, npoTsroMm sikoro ITapamerp: au_5 odp 02
repconas abo poJsii OTPUMYIOTH CIOBIIIEHHS Tum: list
po 3601 B mporeci 0OpOOKH JaHUX ayIUTy 3navennsa: admin,
security officer
Busnayeno nogaTkoBi Jil, IKUX CJIiJT BXKUTH Y ITapamerp: au_5 odp_ 03
BHIIAQIKY 30010 B Ipoueci 06pOOKH JTaHmX Tum: list
ayuTy 3uadvenns: login, logout,
failed attempt
23 OI'JIAd, AHAJII3 1 a. Ilepernagaru Ta aHagi3yBaTH 3amlnucu AU-6

3BITHICTD AVJIUTY
(AU-6)

cucremHoro ayauty [[IpusHadenus: 3
BHU3HAYEHOIO OPraHi3ali€io 9acToTo0| s
BusiBjieHHs |[[pusHaveHHs: BU3HAYEHO!
OpraHi3alli€lo HeHaJIe2KHOI abo He3BUYaNiHOT
JisutbHOCTI).

b. BinupasisTu 3BiT Hpo ayaur
[HpnsﬂaquHﬂ: BA3HAYEHUM OPraHi3aIlie€ro
nepcoHasy abo mocagam|.

c. Hanamrysaru piBui ornany aynuty,
aHaJI1i3y Ta 3BITHOCTI B paMKaxX CHCTEMHU, KOJIU
3MIHIOETbCSI PiBEHb PU3UKY Ha OCHOBI
indopmaril BiZy IPaBOOXOPOHHUX OPraHiB,
posBigyBanbHol indopMarlil abo Bif iHIINIX
IOCTOBIpHUX mKepest iHdopmaril.
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3ar[1/1c1/1 ayaury CucTeMm neperns{,uafo’rbcs[ Ta
aHAJI3YIOThCH YaCTOTa JIJIsI BUSIBJIEHHSI O3HAK
HeHaJIeKHOT ab0 HE3BUYHOI JIisJIBHOCTI Ta
IIOTEHI[IHHOIO BIJINBY HEHAJIEXKHOI abo
HE3BUYIHOI JIiSIJIBHOCTI

[TapameTp: au_6_a
Tum: string
3HaYEeHHS: [OTUXKHS

3BIT ayuTy BiANPaBJISETHCS [IEPCOHATY abo
posIAM

ITapamerp: au_6_b
T list

Suauenns: admin,
security officer

Busnaueno qacCTOTy, 3 AKOIO IIePerIsaAaaoThCAa
Ta aHa.Hi3yIOT]>CH 3alluCu ayJuTy CUCTEMHU

ITapamerp: au_6 _odp 01
Tum: integer
Suatenusa: 30

Buznaueno nepconas abo posti saki
OTPUMYIOTH PE3yJIbTATHU OIJIAIIB Ta aHAJI3iB
CHCTEMHHUX 3aIIUCiB

[Tapamerp: au_6_odp_ 03
Tum: list

Snavenns: admin,
security officer

Amnami3yBaTH Ta 31CTaBIIATH 3AlIUCH ayIATY B
PISHUX CXOBHIIAX 33/JIs 3a0e3eueHHST
cuTyaTUBHOI 06i3HAHOCTI B Macmrabax
opraHizariii.

AU-6(3)
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CKOPOUENS BAIIVICIB
AVIUTY TA
©®OPMYBAHHS 3BITY
(AU-T)

3abe3neunTn Ta peaizyBaTh MOXKJIMBOCTI
CKOPOYEHHs 3allUCiB IepeBipoK ayauToM i
3BiTIB, 10 PiBHSI, SIKHIi:

a. HiATPUMYy€E IEPEeBipKy, aHaJji3 i 3BiTHICTH
ayauTy Ha BUMOTY Ta PO3CJIiTyBaHHS
(mocrdaxTym) iHIMIEHTIB Ge3nekn;

b. He 3MmiHIOE OopuriHagbHAN BMicT abo dac
YIOPSiIKYBaHHS 3alIUCIB ayIuTy.

AU-7
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ITOBHAYKA JACY (AU-8)

a. BukopucToByBaTH BHYTPIIIHBOCUCTEMHMIT
TOJIMHHUK JIJIsi CTBOPEHHSI IIO3HAYOK 4Yacy JJIsi
3alliCiB ayIuTy.

b. 3acTocoByBaTH MO3HAYKHU YacCy, sIKi
Bignosigators [[IpusHadenus: nerasizaris
BHUMIPIOBaHHS 4acy, BU3HAUEHA OPraHi3aIi€ro|
i BUKOPHUCTOBYIOTH BCECBITHIN KOOPAMHOBAHUI
Jac, MaloTh (pikcoBaHe 3MillEHHS MiCIIEBOrO
qacy BiTHOCHO BCECBITHHOTO KOOPJIMHOBAHOI'O
qacy abo BKJIIOYAIOTh 3MiIeHHsI MiCIIEBOTO
qacy sIK 9aCTUHY IO3HAYKU 4dacy.

AU-8
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3AXUCT IHOOPMAIII
AVIUTY (AU-9)

a. Baxucr indopmarii ayaury Ta
IHCTPYMEHTIB HECAHKI[IOHOBAHOI'O JOCTYILY,
3MIiHU Ta BUJIAJIEHHS; YKy PHAJIIOBAHHS ayJIUTY
Big

b. Cnosimenns [[Ipusnadenss: nepconas abo
poJii, Bu3Ha4eHi oprauizaiieo| y pasi
BUABJICHHSA HeCaHKL[iOHOBaHOFO AOCTYI1Ly,
3MiHu abo BuIaJieHHs iHGOpMaIil ay uTy.

AU-9

BU3HAYEHO [I€PCOHAJ ab0 POJIi, sKi MalTh
OyTH CHOBIilIEHI IPU BUSBJIEHHI
HECAHKIIIOHOBAHOI'O JIOCTYILY, 3MiHU abo
BHZAJIEHH: iHdOpMaIil ayaury;

ITapameTp: au_9 odp
Tum: list
3uagenus: admin

<AU-09 ODP nepconas abo poi>
OTPUMYIOTH CIIOBIIIIEHHS IIPY BUSABJICHHL
HECAHKIIIOHOBAHOI'O JOCTYILy, 3MiHU abo
BuAaJIeHH: iHdopManil ayauTy.

ITapamerp: au_9 b
Tum: list
3uadenHs: admin

ABTOpPH3yBaTH IOCTYII 10 yIPaBJIiHHS
BYHKIIOHATBHICTIO ayIUTy TIJIBKU JJIs
|[[IpmsravenHs: BusHaUeHO! OpraHizalieo
[iMHOXKHMHU [IPUBLICHOBAHIX KOPHCTYBadiB|.

AU-9(4)

YITPABJIIHH{ KOHOII'YPAIIEIO (CM)
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BA30BA KOH®ITYPAIIIS
(CM-2)

a. Po3poburu, 3a/10KyMeHTyBaTH Ta
MiATPUMYBATH 33 JOIIOMOIOIO0 3aXO/iB
KOoHirypauil nmorodni 6a30Bi HaJIAITYBaHHS
CHCTEMH.

b. IlepernsijaTu Ta OHOBJIIOBATU 0A30Bi
HAaJIAINTYBaHHS CHCTEMH:

1. 3 [[IpusHaueHHs: BU3HAUEHOIO
oprasizarjieo 9acToronl;

2. 3a norpebu BHacaiOK [[IpnsHaveHHs:
BHU3HAYEHUX OpraHizaiieio o6cTaBuH|;

3. KOJIM BCTAHOBJIEHI HOBI ab0 OHOBJIEH]
KOMITOHEHTHU CHUCTEMHU.

CM-2

10
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HAJTATOTYBAHHSA
KOH®IT'YPAIIIT (CM-6)

a. BcraHoBuTH Ta 33/10KyMEHTYBAaTU
rmapaMerpu KoHMIrypariil KOMIIOHEHTIB, sKi
3aCTOCOBYIOTHCS B CUCTEMI, sIKi
Bigo6parkaioTh HAWOIIBIIT OOMEXKEHUN PEXKUM,
110 BiJIIIOBiZla€ eKcIIyaTaliiiHuM BUMOraM,
BukopucroByoun [[IpusHadenss: BusHadeH]
opraHizarlji€ero 3arajbHi Oe3re4Hi
koHdiryparii].

b. PeasizyBaru KoHdirypariiiii ycTaHOBKU.

c. Busnauuru, 3a/I0KyMEeHTyBaTH Ta
3aTBEPAUTU OYIb-sIKi BiIXUJIEHHS BiJ
BCTAHOBJIEHUX KOH(IrypaliltHux mapamMerpis
koHirypamil mus [[IpusHadeHHs: BUSHAMEHHX
OpraHi3alfielo KOMIOHEHTIB cucreMu| Ha
ocnosi |[IpusHavenns: BU3HAYEHUX
OpraHizalfi€o eKCIIyaTariifHuX BUMOT).

d. BigcrexxyBaTu Ta KepyBaTH 3MiHaAMM
KOHMIrypariffHux mapamerpiB BiIIOBiIHO 10O
OpraHi3aIiifHoOl HOJITUKHN Ta IPOLEILyp.

CM-6

29

VIIPABJITHHS 3MIHAMUI
KOH®IT'YPAIIIT (CM-3)

a. BusnaunTy THnM 3MiH y cucremi, ski
KOHTPOJIIOIOTHCST KOHMIrypaIiero.

b. IlepernsizaTu 3alporoHOBaHi 3MiHU B
KOHDIrypaliil, KOHTPOJIBOBaHI CUCTEMOIO, i
CXBaJIUTHA abO0 BIAXUIATH 1[I 3MIiHU 3 SIBHUM
ypaxyBaHHSIM aHAJI3y HACHIAKIB Ge3meKu.

c. JlokymenTyBaTu piinreHHst 3i 3MiHI
KoHIirypauii cucremu.

d. BupoBaguru cxBasieHi 3MiHu KOH(DIryparil
B CHCTEMY.

e. 36epiraTu 3anucu 3MiH KOHDIrypamil
cucremi BponosxK [[IpnsHadenHs: IeBHOrO
nepioxy 9acy, BUSHAYEHOro opraxizamiero].

f. 3aiicHioBaTH MOHITOPHMHT 1 aHAMI3 i,
noB’si3aHuX 3i 3MiHaMu KoH@Iryparil
CHCTEMH.

g. KoopaunyBaru Ta BIpPOBa/>KyBaTU HATJIS,
3a JisJIBHICTIO 3 yIIPaBJIiHHA 3MiHAMUI
koudirypanii 3a gonomororo [[Ipusnadenns:
€JIEMEHTY yIpaBJIiHHS 3MiHaMu KOHDIrypamii,
BHU3HAYEHOTO OpraHizaniero|, akuii
BUKJINKAETbCs [Bubip (oxun abo kinbka):
[IIpu3nadenHs: 3 BUBHAYEHOIO OPraHi3aIjieo
gacroroo|; [[Ipusnavenus: BusHaveni
oprasizanji€o yMoBu 3MiHu KoHMirypamii|.

CM-3

30

AHAJII3 BILIABY HA
BE3TIEKY TA
[TPUBATHICTb (CM-4)

AmnasisyBaTu 3MiHM B cucTemi, o6
BU3HAYHUTH [IOTEHIIHY 3arpo3dy besreni Ta
NIPUBATHOCTI TepeJ; peali3alli€ro 3MiH.

31

OBMESKEHHS JOCTYITY
0O BMIHU (CM-5)

BusnaunTu, 3a10KyMeHTyBaTH, 32TBEPAUTH
Ta 3abe3reunTy 3acCTOCYyBaHHs DI3UIHUX i
JIOriIHIX OOMEKEeHBb JOCTYILY, OB’ sI3aHUX 31
3MiHaAMM B CHCTEMI.

32

MIHIMAJIBHO
HEOBXIJITHA
OYHKUIIOHAJIBHICTDH
(CM-7)

a. Hanamryiite cucremy Juist 3abe3nedeHHs
snme |[Ipusnavenss: ocHOBHI QyHKIT,
BHU3HAUYEHI opradizaniero ajs Miciil;

b. BaboponuTu ab0o 0OMEKUTH BUKOPUCTAHHS
TaKuX (PYHKIIiH, TOPTIB, IPOTOKOJIIB,
nporpaMHoro 3abesnedenns Ta,/abo ciyxo:
[[Ipmsnauenns: BusHaueHI opraHizalieo
3ab60poHeHi abo obmerkeHi dyHKIT, cucTemHi
[IOPTHU, IPOTOKOJIN, IIPOrpaMHe 3a0e3IeIeHHST
Ta/abo ciy>x6u|.

CM-7

Cucrema neperssinaerses <CM-07(01)
ODP|01] gyacrora™> a1t BUABIEHHS
HenoTpibHuX Ta/abo HesaxumeHnx (yHKIIH,
IOPTiB, MPOTOKOJIIB 1 MOCJIYT;.

CM-7(1)

IJEHTUDIKAIIA TA ABTEHTUDIKA

\TTISI (IA)

33

[IEHTA®IKAILIS TA
ABTEHTU®TIKAIIISA
KOPUCTYBAYIB (IA-2)

Kopucrysaudi yrikaabHo inenrudikosani Ta
aBTeHTUdIKOBaHI;.
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34 IIJEHTUOIKAIIIS TA <IA-03_ODP|01] upucrpol Ta/abo Tunn 1A-3
ABTEHTU®IKAIIISA [IPUCTPOIB> YHIKAJBLHO ieHTHdiKOBaH] Ta
ITPUCTPOIB (1A-3) aBTeHTU(]IKOBAHO Iepe] BCTAHOBIEHHAM

MiIKTIOYEHHS.

35 BATATO®PAKTOPHA PeanisyBaTu 6araTodakTopHy TA-2(1)
ABTEHTUDIKAIIIA aBTEeHTUOIKALIIO I JOCTYILY 0
IMTPUBLJIEMOBAHUX puBiIefioBaHNX OOJIKOBUX 3aITUCIB.

OBJIIKOBUX 3AIIMCIB

(TA-2(1)) (IA-2)
PeanizyBaru 6araTodaxTopHy TA-2(2)
aBTEeHTUOIKAIIIO s JOCTYILY 0
HeIpUBijIeiOBaHUX OOJIIKOBUX 3aIlUCiB.

36 JTOCTVII 10 OBJIIKOBUX PeanizoBano cTiiiki 70 TOBTOPHOTO TA-2(8)
3AIUCIB — CTIUKICTh BIITBOpEHHsI MeXaHi3Mu aBTeHTUdIKAIIT J1J1s
10 BIATBOPEHHA nmocryny no <IA-02(08) ODP BUBPAHE
(IA-2(8)) (I1A-2) BHAUYEHHSI [TAPAMETPA (is) >

37 YITPABJIIHHA Yupasiinusa ienrudikaropamu T1A-4
IJEHTU®IKAIIEIO (IA-4) 3AIMCHIOETHCS IIJITXOM OTPUMAHHS JO3BOJLY

Big <IA-04 ODP|[01] nepconasny abo poseii>
Ha NpU3HaYeHHd ineHTndikaTopa ocobi,
rpyii, poJii abo TPUCTPOIO;.

38 ABTEHTU®IKAIIISA HA s aBrenTudikanil Ha OCHOBI mapoJIiB TA-5(1)
OCHOBI ITAPOJIA (IA-5(1)) | miaTpuMyeThCs Ta OHOBJIIOETHCS CIIUCOK
(IA-5) YaCTO BUKOPHCTOBYBAHHUX, O4iKyBaHUX ab0

TaKOXK KOJIHM € IiJI03pa, 1[0 HapoJii opraHizaril
OyJIn CKOMIIPOMETOBAHI MIPSAMO 91
OIIOCEPEIKOBAHO;.

39 IMPUXOBYBAHHAA 3abe31eunHoO IPUXOBaHy 3BOPOTHY IIEpeiady T1A-6
3BOPOTHOT'O 3B’A3KY indopmarnii aBrenTudikamnii B mpo277 meci
ABTEHTUDIKATOPA aBTeHTUdIKAIIT [I)1s 3a6e31eYeHHs] 3aXUCTy
(TA-6) indopmanil Bif MOXKJ/IMBOI eKcIyaTamil Ta

BHKOPHUCTAHHST HEABTOPU3OBAHUME 0COOaMU.
40 ABTEHTU®DIKATOP YupaBiiHHSA CHCTEMHUME IA-5
VIIPABJIIHHA (IA-5) aBTeHTU(]IKATOPAME 3IICHIOETHCS IIJISIXOM
[IEPEBIPKH, SIK YACTUHU TOIATKOBOTO
posnoziny aBreHTH(]IKaTOpPa, 0CO6H, IPYIIH,
poui abo MPUCTPOIO, KUH OTPUMYE
aBTeHTU)IKATOD;.
PEATYBAHHSA HA THIITUJIEHTU (IR)
41 OBPOBKA THHUJIEHTY a. BupoBajuru mMoxk/uBocTi 06pobKu IR-4

(IR-4)

iHnuaeHTiB 6€3IEeKN Ta MPUBATHOCTI,
BKJIIOYHO 3 IIi/I'OTOBKOIO, BUSIBJIEHHAM 1
aHaJ1i30M, JIOKaJsi3ali€ro, JiKBiTali€o Ta
BIJHOBJIEHHSIM.

b. KoopaunysaTu AisapHICTH 3 06pOOKH
IHIIMAEHTIB i3 3axomaMu i3 3abe3nedeHHst
Oe3repepBHOCTI (DYHKIIOHYBaHHS.

c. BrurrounTu 3acBO€HI yPOKH BiJl MOTOYHUX
it 3 06pOOKY IHIMIAEHTIB 10 IpOLELy P
pearyBaHHsI, HABYaHHSI Ta [I€PEBIpKN
IHIMAEHTIB 1 peaJsiizyBaTu BiANOBIIHI 3MiHHU.
d. Bcramosiioiite cTporicTs 3axomiB 3
0OpOOKHM IHIIMIAEHTIB y MOPIBHAHHIN Ta
nepenbadyBaHiit popmi B MexKax BCiel
oprasizariii.

BIIPOBa/?KEHO MOKJIUBICTH OOPOOKH
IHIMAEHTIB 6€31eKH BKJIIOYHO 3 IiJIOTOBKOIO;

ITapamerp:ir 4 a 1
Tum: string
3uadenHsi: Buznaueno
OopraHi3aljieo

BIIPOBA/[?KEHO MOXKJIMBICTb 0OPOOKU
IHIUIEHTIB Ge3MEKN BKJIIOYHO 3 BUSIBJIEHHSIM;

ITapameTp: ir_ 4 a 2
Tum: string
Suauenns: Busnayeno
oprasxi3aliero

BIIPOBA/IXKEHO MOXKJIMBICTH OOPOOKH
iHnuaeHTiB 6e3MEKU BKIIIOYMHO 3 aHAJII30M;

[Tapamerp: ir_4 a 3
Tum: string
Suauennst: Busnadeno
opraHizarji€io
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BIIPOBA/I?>KEHO MOXKJIUBICTb 0OPOOKHU [Tapamerp: ir_4 a_ 4
IHIMAEHTIB 6€31eKN BKJIIOYHO 3 JIOKAJIIZaIlI€I0; Tum: string
3uadenHsi: Buznaueno
opraHizaljien
BIIPOBa/?KEHO MOKJIUBICTH 0OPOOKH ITapameTp: ir_ 4 a 5
IHIUIEeHTIB Ge3MeKN BKJIIOYHO 3 JIKBIaIi€ro; Tun: string
Snavennsa: Busnaueno
oprasxizaliero
BIIPOBA/IXKEHO MOXKJIMBICTH OOPOOKH ITapameTp: ir_4 a 6
iHnuIeHTiB O6€3IeKH BKJIIOTHO 3 Tum: string
BiJIHOBJIEHHSIM; 3navenns: Busnaueno
opraHizari€o
JISIIBHICTE 3 0OPOOKYU IHIUEHTIB [Tapamerp: ir_4 b
KOODJIMHYETHCS 13 3axojamu i3 3abe3nedeHHst Tumn: string
6e31epepBHOCT] PYHKIIOHYBAHHS; Suavenns: Busnaueno
oprasisariieo
YPOKHM, OTPUMaHI 3 TOTOYHUX il 3 0OPOOKU ITapamerp:ir 4 ¢ 1
IHITUJIEHTIB, BKJIIOYAIOTHCHA B IIPOLELY DU Tumn: string
pearyBaHHs Ha IHI[UJIEHTU, HABYAHHS Ta Suauenns: Busnateno
TECTYBaHHS; OopraHi3aljieno
3MiHH, IO BUINIMBAIOTh 3 OTPUMAHHUX YPOKIB, ITapameTp: ir_ 4 ¢ 2
BIIPOBA/XKYIOTHCS BiJAIIOBIIHUM YHHOM; Twum: string
Sunavennsa: Busnaueno
oprasxizaliero
CTPOrICTh 3aXO/IB 3 OOPOOKHU IHIUIAEHTIB € ITapamerp: ir_4 d 1
MOPIBHSIHHOIO Ta MepeI0avyBaHOI B MeXKax Tum: string
BCi€l opraHizairiil; 3uavenHns: Busnaueno
opraHizarji€io
IHTEeHCUBHICTb 3aXO0JIiB 3 OOPOOKH iHIIM/IEHTIB ITapamerp: ir 4 d 2
€ MOPIBHSIHHOIO Ta IepeIdadyBaHOIO0 B MeXKax Tum: string
Bciel opranizarii; Suauenns: Busnaueno
oprasisariieio
00cAr 3aX0/1iB 3 0OPOOKH IHIMJICHTIB € Ilapamerp: ir 4 d 3
IMOPIBHSIHHOIO Ta IepeI0avIyBaHOI0 B MEXKaxX Tum: string
BCiel opranizarii; Suauenns: Busnateno
OopraHi3aljieo
Pe3y/IbTaTH JislJIbHOCTI 3aX0/IiB 3 0OpOOKU ITapamerp: ir_ 4 d 4
IHITUJIEHTIB € NOPIBHAHHOIO Ta Tumn: string
rnepebavdyBaHOIO B MeXKax BCi€l opranizaril; Sunavennsa: Busnaueno
opraxizaliero
42 MOHITOPUHT BincrexxyBatu Ta TOKyMeHTyBaTH iHIIUIEHTH IR-5
IHIIMJIEHTY (IR-5) 6e3MeKn Ta MPUBATHOCTI.
BIZICTEXKYIOTHCS 1HIUJIEHTN OE3IeKu Ta [Tapamerp: ir_5 1
NIPUBATHOCTI; Tum: string
Snavenns: Busnaueno
oprasisarrieio
JOKYMEHTYIOThCS 1HI[UJIEHTU OE3MEKU Ta [TapameTp: ir_5 2
MIPUBATHOCTI. Tum: string
Suauenns: Busnateno
opraHi3aljieo
a. Bumararu Big nepconasy mosimomistu npo | IR-6

mi1o3pii iHuaeHTn 3 6e3neKu Ta
MIPUBATHOCTI BiAIOBiAHO 0 opraxizariiifHol
CIIPOMOKHOCTI pearyBaHHs Ha iHI[UJIEHTU
BIponoBK |[IpusHaveHHs: BUSHAYEHOTO
opranizaniero nepioxy gacy|.

b. 3BiTyBaTu npo innumenTu Gesneku,
[IPUBATHOCTI Ta JIAHIIOXKKY [TOCTAYAHHS B
[IIpusnavenns: Bu3HavYeHui oprauizaieio
YIOBHOBaKEHUIi OpraH|.

BU3HAYEHO I1€PI0J Yacy, HPOTHATOM sIKOTO
[IepCOHAJI IOBUHEH ITOBIIOMJIATH IIPO
MiZI03piii IHIUIEHTH 0 YIIOBHOBAXKEHOT'O
OpraHy;

[TapameTp: ir_6_odp_ 1
Tum: string

Suauennst: Busnadeno
opraxizaliero

BU3HAYEHI OPraHu, JI0 SAKUX CJIJL ITOBIIOMJISITH
indopmario mpo iHIugeHT;

ITapameTp: ir_ 6 _odp 2
Tum: string

SuadenHs: BusHadeno
opraHizari€io

repcoHaJs1 3060B’I3aHUN OBIJOMJISITH TIPO
nigospimn imnune aTH nporsarom <IR-06
ODP|01] nepiomy wacy>;

[TapameTp: ir_6_a
Tum: string
Suaduenns: Busnadyeno
OopraHi3aljieo
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inopMarIlito nNpo IHIUAEHT MOBIAOMIISIETHCS ITapameTp: ir_6_b
<IR-06 _ODP[02] opranam>. Tum: string
3uadenHsi: Buznaueno
opraHizaljien
HanasaTtu pecypcu nis migrpumku 1IR-7
pearyBaHHs Ha iHI[UJIEHTH, IO €
HEBIIJIIJIbHOIO YaCTUHOIO CIPOMOYKHOCTEHN
opraizariii pearyBaHHsI Ha IHIIMAEHTH, TKi
SIBJISIIOTH COOOIO IOPaJy Ta JIOIOMOrY
KOpHucTyBadaM iH(OPMAIIHHOI CUCTEMU JIJIsT
00pobku Ta (GOpMyBaHHsI 3BITHOCTI PO
iHIuIeHTH 6E3MeKu Ta IPUBATHOCTI.
IR-07(a) HamaeTbcsa pecypc HiATPUMKH ITapamerp: ir_7_a
pearyBaHHsI Ha IHI[UJIEHTHU, 110 € HEBI €MHOIO Tum: string
YaCTUHOIO CIIPOMOXKHOCTI oprasizaril 3unavennsa: Busnaueno
pearyBaTH Ha iHIIMJIEHTH; opraxizaliero
IR-07(b) pecypc miATpUMKHU pearyBaHHs Ha [Tapamerp: ir_7 b
IHITUJIEHTU MICTUTBH HOPAJHU Ta JOIOMOTY Tum: string
KOPHUCTYBadaM CHCTEMH It OOpOOKHU Ta 3navenns: Busnaueno
dbopMyBaHHS 3BITHOCTI PO IHITUIEHTH. opraHizari€o
43 IIEPEBIPKA PEAT'YBAHDb IlepesipsiTu edexkTUBHICTL pearyBaHHs IR-3
HA THOMJEHTU (IR-3) cucremu Ha iHnmaenTH [[IpusHadenss: 3
BHU3HAYEHOIO OPraHi3alli€io 9acToTomo| 3a
nonomoroto [[IpusHaveHHs: BUSHAYEHUX
opranizarjiero Tecris|.
BU3HAYEHO YaCTOTY, 3 SIKOIO HEOOXiTHO ITapamerp: ir_ 3 _odp 1
nepeBipsiTu €peKTUBHICTL pearyBaHHs Tum: string
CHCTEMHU Ha iHIUJIEHTH; 3navenns: Busnaueno
opraHizari€io
BU3HAYEHO TECTHU, 1[0 BUKOPUCTOBYIOTHCS JIJISI ITapamerp: ir 3 _odp 2
rnepeBipKu e(EKTUBHOCTI pearyBaHHS Ha Tum: string
IHIIMAEHTH B CHUCTEMI; 3uadenHsi: Busnaueno
opraHi3aljieno
eeKTUBHICTh pearyBaHHsI CUCTEMH HA ITapamerp: ir_3 01
IHITUJIEHTU IePEeBIPSETHCA TECTIB>. Tum: string
3uadenHsi: Buznaueno
OopraHi3aljieo
44 HABYAHHA 3 a. 3abe3neynT HABYaHHS KOPUCTYBadiB IR-2

PEATYBAHHS HA
IHIUIEHTH (IR-2)

IIOZI0 CHCTEMU pearyBaHH Ha IHIUJIEHTH,
BiANOBiAHO 1O MpU3HaYEHUX poJjel Ta
060B’s13KiB:

1. y pamkax |[IpusHaueHHS: BUSHAYEHOTO
opranizariero nepiony 4acy|, BIPOJOBXK SKOIO
aBTOPU30BaHa POJIb ab0 BiAIOBiIAJBHICTL 3a
pearyBaHHsl Ha IHITUICHTH;

2. y pa3i BHeCeHHs 3MiH y cuCTeMY;

3. 3 BusHaveHoo [[Ipu3HaveHHs: BU3HAUEHA
OpraHizalfi€io 9acToral y mogaabuiomy.

b. TlepernsiaiiTe Ta OHOBJIIONTE HABYAJIBHUHI
KOHTEHT i3 pearyBaHHs Ha IHIMIEHTH
[[IpmsravenHs: gacToTa, BU3HAYEHA
opranizaniero| Ta nacrynsi [[Ipusnadenss:
nozil, BU3HadeH! opraisarmiero).

BU3HAYEHO I1€PI0J] Yacy, IPOTATOM SIKOT'O MAa€
OyTH MPOBEIEHO HABYAHHS 3 pearyBaHHsS Ha
IHIIMAEHTHU J1J1s1 KODUCTYBAYIB CUCTEMH, SKi
GepyThb Ha cebe poJib abo BiAMOBIAAIBHICTE 3a
pearyBaHHs Ha IHIUJIEHTU;

ITapamerp: ir_2 odp 1
Tum: string

Sunavennsa: Busnaueno
oprasxizaliero

BU3HAYEHO YACTOTY, 3 SIKOIO KOPHUCTYBadi
IIOBUHHI 1 POXOJIUTH HABYAHHS 3 pearyBaHHSI
Ha IHIIUAEHTH;

ITapameTp: ir_2 odp_2
Tum: string

3uadenHsi: Buznaueno
opraHizaljieno

BU3HAYCHO YaCTOTYy IIE€PerjisAay Ta OHOBJICHHIA
3MiCTy HaBYaHHA 3 pearyBaHHA Ha iHLLI/IﬂeHTI/I;

ITapameTp: ir_2 odp_3
Tum: string

Suauennst: Busnadeno
opraxizaliero

BU3HAYEHO MOil, sIKi HIIIIOIOTH MePersiI
3MiCTy HaBYaHHHA 3 pearyBaHHs Ha iHI[UJIEHTH;

[Tapamerp: ir_2 odp 4
Tum: string

Snavennsa: Busnageno
oprasisariieio
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HaBYaHHS 3 pearyBaHHs Ha IHIUICHTH [Tapamerp: ir_2 a_ 1
Ha/Ia€ThC KOPUCTYBa4aM CUCTEMU Tum: string
BIJIIOBIAHO 10 IpU3HAYEHUX POJIEil Ta Suauenns: Busnateno
000B’sI3KiB IPOTAroM abo 0OOB’sA3KIB 3 opraHizaljien
pearyBaHHs Ha IHIUJIEHTH abO0 OTPUMAaHHS
JIOCTYILy JIO CUCTEMU;
HaBYaHHA 3 pearyBaHHs Ha iHIUJIEHTH [TapameTp: ir_ 2 a 2
Ha/Ia€ThCA KOPHUCTYBadaM CHCTEMH BiIIOBiIHO Tum: string
10 IpU3HAYEHUX poJjieil Ta 060B’A3KiB, KON 3navenns: Busnaueno
IIHOI'O BUMAraloTh 3MiHU B CHCTEMI; opraHizarjieo
KOPHUCTYBadaM CUCTEMU HaJJA€ThCsl HaBYaHHS [TapameTp: ir_2 a 3
3 pearyBaHHs Ha iHIIUJIEHTU BigIOBiIHO IO Tum: string
IpHU3HAYEHUX poJieii Ta 060B’s13kiB <IR02 Suavenns: Busnaueno
ODP|02] gacrora>; oprasizarjieio
3MICT HaBYaHHS 3 PearyBaHHsI Ha IHIIUJICHTH ITapamerp:ir 2 b 1
[IePErJIsAIa€ThCS Ta Tumn: string
3uauenHsi: Buznaueno
opraHi3aljieo
3MICT HaBYaHHS 3 pearyBaHHs Ha iHIUJIEHTU ITapamerp: ir_ 2 b 2
eperjisggacTbCs Ta Tum: string
3uadennsi: Buznadeno
opraHizaljieo
45 IIJTAH PEAT'YBAHHA HA a. Po3pobuTu myiaH pearyBaHHsI Ha IR-8

IHIUJIEHTU (IR-8)

IHITUJIEHTH, SAKUN:

1. Hajae opraHizarii JOPOXKHIO KapTy st
BIIPOBa/I>KEHH 11 MOXKJIMBOCTE pearyBaHHS
Ha iHIUIeHTH;

2. onmcye CTPYKTypy Ta OpraHisariio
CIIPOMOKHOCTI pearyBaHHSI Ha 1HIMIEHTH;

3. HaJ1a€ BUCOKOPIBHEBUIA MiJIXi 0 TOrO, SIK
3JaTHICTH pearyBaHHsI Ha iHITUJIEHTH
BIIMCY€ETHCS B 3arajibHy IIPAKTUKY OpraHi3aliil;
4. BinmoBijlae BUMOTaM KEePiBHUIITBa
Ooprasi3ariii;

5. BU3HAYAE IHIUJIEHTH, 10 BUMAaralThb
3BiTYyBaHHs, & TAKOXK METPHUKH JIJId 1X
BUMIDIOBaHHsI B OpraHiz3ariii;

6. BU3Ha4Ya€ pecypcu i KepiBHI IpUHIUIIN
yIpaBJliHHA, HEOOXiHI /1151 e(peKTUBHOTO
GbYHKIIOHYBaHHS Ta MiATPUMKU
CIIDOMOYKHOCT] pearyBaHHs Ha IHIHIEHTH.

b. PosnoscioguTu Komil mtaHy pearyBaHHSI Ha
innmnnenTn [[IpusHadeHHs: cepes; BUSHAYEHOTO
opranizarieo nepconany abo posei|.

c. IlepernsimaTy mnan pearyBaHHS Ha
inmuaentr [IIpusHadeHHs: 3 BUBHAYEHOIO
OpraizaIi€o 1acToToo).

d. OHOBIIIOBATH IJIAH pearyBaHHS Ha
IHIMAEHTH Jijisi PO3B’sA3aHHs IpobJeM i3
CHCTEMOIO i opraHizarii€ro mij Jac rnepeBipok
Ta pearyBaHHsI.

e. IloBinomisiT po 3Mminm y mrani
pearyBanHs Ha iHnmaentn [[Ipusnadenns:
BH3HAYEHOMY OpraHi3alieio IepcoHaLy abo
poJtsim]|.

f. 3axumiaTu wiaH pearyBaHHs HA IHIUIACHTA
BiJl HECAHKIIIOHOBAHOI'O PO3TOJIOIIEHHS Ta
3MiHU.

BU3HAYEHO IEPCOHAJI abo poJii, sKi
[EPErIsIAI0Th Ta 3aTBEPIKYIOTh ILJIaH
pearyBaHHs Ha IHIUICHTH;

ITapameTp: ir_ 8 odp 1
Tumn: string

Snauvennsa: Busnageno
oprasisarrieo

BU3HAYEHO IIE€PIOJUYHICTD MEePervIsLy Ta
3aTBepIKEHHs IIaHy pearyBaHHs Ha
IHITUIEHTH;

ITapamerp: ir 8 odp 2
Tumn: string

Suauenns: Busnateno
opraHi3aljieo

BH3HAdeH] opranisariil, mepcoras abo poJ,
SIKi HECYTbhb BiJIIIOBIIAJIbHICTDH 3a pearyBaHHs
Ha IHIUIEHTH;

IMapameTp: ir_ 8 odp_3
Tum: string

3uadennsi: Buznaueno
opraHizaljieo
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BU3HAYEHO [IEPCOHAJI 3 pearyBaHHs Ha
inmuaent (inentudikosanunii 3a iMenamu
Ta/abo 3a PoJIsIMH), IKOMY MalOTh OyTH
po3ani Koril IiaHy pearyBaHHs Ha
IHITUIEHT;

ITapameTp: ir_ 8 odp 4
Tum: string

Suauenns: Busnateno
opraHizaljien

BU3HAYEHO €JIEMEHTH OpraHizariil, cepej SKux
MalOThb OyTH PO3IIOBCIO/XKEH] KOIil Iy1any
pearyBaHHs Ha IHI[UIECHT;

ITapameTp: ir 8 odp 5
Tum: string

Suaduenns: Busnadeno
oprasisariieio

BU3HAYEHO [IEPCOHAJI 3 pearyBaHHs Ha
inmuent (inenrndikoBanuit 3a iMeHaMu
Ta,/abo POJISIME), AKOMY IIOBIIOMJISIOTHCS
3MiHM JI0 TIJIaHy pearyBaHHsSI Ha IHIMJIEHT;

ITapameTp: ir_ 8 odp 6
Tum: string

3uadenHsi: Buznaueno
OopraHizaljieo

BU3HAYEHO €JIEMEHTHU OpraHizariil, SKum
MOBIIOMJIIETHCS IIPO 3MiHU B ILJIaHI
pearyBaHHs Ha IHI[UJIEHT;

IMapameTp: ir_8 odp_7
Tum: string

Suauennst: Busnayeno
opraxizaliero

pO3pO0JIEHO IIJIaH pearyBaHHS Ha IHIMIEHTH,
SKWAI HaJa€ OpraHizariil JOpOoKHIO KapTy JJIs
BIIPOBA/I?KEHHS 11 MOXKJIMBOCTEN pearyBaHHs

Ha IHIUIEHTH;

[Tapamerp: ir_ 8 a 1
Tum: string
SuadenHst: Busnadeno
opraHizari€o

PO3pO0JIEHO IIJTaH pearyBaHHsI Ha 1HIMIEHTH,
SIKWAI OIUCYE CTPYKTYpY Ta OpraHisariio
CIIPOMOYKHOCTI pearyBaHHs Ha iHI[UJIEHTH;

[TapameTp: ir_ 8 a 2
Tum: string
Suaduenns: Busnadyeno
OpraHi3alji€eno

PO3pOOJIEHO IIJIAH PearyBaHHS Ha IHIMIEHTH,
SKUI HaJa€ BUCOKOPIBHEBUH IiXiJ 0 TOTO,
SIK 3/IATHICTb pearyBaHHs HA iHIUJICHTHU
BIIMCY€ETHCS B 3arajibHy IPAKTUKY OpraHisariil;

[Tapamerp: ir_8 a_3
Tum: string
3uadenHsi: Buznaueno
opraHizaljieno

PO3pOOJIEHO IIJIaH pearyBaHHS Ha IHIUIEHTH,
SKWI BiAIIOBiTa€ yHIKAJIBHUM BUMOIaM
opraHizariil, siKi TOB’d3aHi i3 3aBJaHHAMU,
PO3MipoM, CTPYKTYpPOIO 1 DyHKIisMH;

[lapameTp: ir_8_a_4
Tum: string
Suauennst: Busnadeno
opraxi3aliero

pO3po0bJIeHO TIJIaH pearyBaHHS Ha I1HIMIEHTH,
SKUU BU3HAYAE IIA3BITHI IHIIMIEHTH;

[TapameTp: ir_ 8 a 5
Tum: string
Suadennst: Busnadeno
oprasisarrieio

PO3pOOJIEHO TIJIaH pearyBaHHs Ha IHIMIEHTH,
AKWI HAJAE TOKA3HUKY JIJI BUMIPDIOBAHHS
MOKJIMBOCTEH pearyBaHHsI Ha 1HI[UJIEHTU
BCEpEUHI opraHizariii;

[TapameTp: ir_ 8 a 6
Tumn: string
3uauenHsi: Busnaueno
opraHi3aljieo

PpO3pO6JIEHO IUTaH pearyBaHHs Ha 1HIUICHTH,
SIKUIl BU3HAYA€ PECYPCH Ta yIPaBJIiHCHKY
OiATPUMKY, HEOOXiAHY 11s edpeKTUBHOL
iJTPUMKH Ta PO3BUTKY MOXKJIMBOCTEMH
pearyBaHHsI Ha IHIIUJIEHTH;

[Tapamerp: ir_ 8 a_ 7
Tum: string
3uadenHusi: Buznaueno
opraHizaljieo

PO3pOOJIEHO ILJIAH pearyBaHHs Ha IHIMIEHTH,
SKUI BHUPilIye nuTanHs ooMminy iHdopmariieio
po iHIMIEeHTH;

[TapameTp: ir_8 a_ 8
Tum: string
3uauenHsi: Buznaueno
OopraHi3aljieo

PO3pOOJIEHO IUIAH pearyBaHHs Ha IHIUIEHT,
SIKUi PO3IVISAETHCS Ta 3aTBEPAXKYETHCS
<IR-08 ODP[01] nepconanom abo pomsmu>
< IR08 ODP|[02| uacrora>;

[Tapamerp: ir_8 a_9
Tun: string
3uadenHusi: Buznadeno
oprasxizariero

pO3pO0JIeHO IUIaH pearyBaHHs Ha 1HIUICHTH,
B KOMY 4iTKO BH3HA4YEHO OpraHizariiii,
repcoHasy abo poJiei>.

[Tapamerp: ir_8_a_ 10
Tum: string

Suauennst: Busnadeno
opraxizaliero

KOIIT IJIaHy pearyBaHHS Ha iHIMIEHT
POBHOBCIOKYIOThCA cepen, <IR309

[Tapamerp: ir_ 8 b 1
Tum: string
Suadvenns: Busnadeno
oprauisariieio

KOIil IIJIaHy pearyBaHHS Ha IHIIUJIEHT
PO3IOBCIONKYyI0ThC cepen, <IR08  ODP[05]
eJIEMEHTIB OpraHizariii>;

ITapamerp: ir_ 8 b 2
Tum: string
3uauenHsi: Buznaueno
OopraHi3aljieno

IJIAH pearyBaHHs Ha 1HI[UJIEHTU OHOBJIIOETHCS
3 ypaxyBaHHSIM 3MiH y CHCTEMi Ta OpraHisariil
abo mpobJieM, 110 BUHUKAIOTH i 9ac
BIIPOBA/I[>KEHHS, BUKOHAHHS ab0 TeCTyBaHHsI
IUTaHy;

IMapamerp: ir_8 ¢
Tum: string
Sunauennsa: Busnaueno
oprasxizaliero

3MiHM B IJIaHI pearyBaHHSA Ha iHIUJEHT
nosinomisiorscst <IR08  ODP[06] nepconamry
3 pearyBaHHs Ha iHIIUJIEHTU >;

ITapamerp: ir 8 d 1
Tum: string
3uauenHsi: Buznaueno
OopraHizaljieno
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3MIHM B IJIaHI pearyBaHHS Ha IHIIUJIEHTH
HajcunaioTees 1o <IR08  ODP[07]
€JIEMEHTIB OpraHizallii>;

[Tapamerp: ir_8_d_2
Tum: string
Suauennst: Busnadeno
opraxizaliero

IUIaH pearyBaHHs Ha iHIUICHTU 3aXUIICHHHI
BiJl HECAHKI[IOHOBAHOI'O PO3KPUTTH;

[Tapamerp: ir_ 8 e 1
Tum: string
SuadenHst: Busnadyeno
opraHizari€io

JIaH pearyBaHHA Ha IHIUAEHTU 3aXUIIECHUI
Bl HeCaHKIIIOHOBaHOT Mo udiKaIrii.

[TapameTp: ir_ 8 e 2
Tum: string
Suauenns: Busnaueno
OopraHi3aljieno

TEXHI

YHE OBCJIYI'OBYBAHHZ{ (MA)

46

THCTPYMEHTU /151
OBCJIYT'OBYBAHHSI
(MA-3)

a. 3aTBepauTH, KOHTPOJIOBATU Ta
BiZICTEXKyBaTH BUKOPUCTAHHS 3aCO0iB
TEXHITHOrO 0BGC/IyrOBY BAHHSI.

b. Ilepernsgaru paniie 3aTBepzKeHi
incrpymenTu texuivnoro [[Ipusnauenns: 3
YaCTOTOIO, BU3HAYIEHOIO opraHisauiem].
06CITyroBy BAaHHS

MA-3

Orisgar0ThCsd IHCTPYMEHTH [IJIsI TEXHIYHOIO
0OCIyrOByBaHHsI, siKi JIOCTaBJIeHI Ha 00’€KT
0OCJIyrOBYIOUHNM IIEPCOHAJIOM, Ha IPEJIMET
HENPaBUJIbHUX 200 HECAHKI[IOHOBAHUX
MoudiKarriii.

MA-3(1)

Ilepen BukopucTaHHsIM HOCIIB y cucTeMi
IepeBipUTH HOCIT, M0 MiCTATH JiarHOCTUYHI
Ta TECTOBI IIpOrpaMy Ha HAsBHICTH
MIKiJIJTUBOTO KOY.

MA-3(2)

47

BIIJIAJIENE
OBCJIYTOBYBAHHSI
(MA-4)

Buposapkeno Biggasteni il 3
0OCIyrOBYyBaHHs Ta JIarHOCTUKU;.

MA-4

48

TEXHIYHIMU ITEPCOHAJI

(MA-5)

a. BcranoBuru nponenypy asropu3ariil
TEXHIYHOI'O IIEPCOHAJIY Ta BECTH IIePeIiK
aBTOPHU30BAHUX OPraHi3aIiili TeXHIYHOrO
obciiyroByBaHHsI abo IepcoHaJy.

b. IlepeBipsiTu, 110 NIepcoHA, AKUN HE
CYIPOBOPKYETHCSI Ta BUKOHYE TEXHITHE
0OCIyroByBaHHs B CUCTEMi, Ma€ HeoOXiHi
JO3BOJIM Ha JOCTYIL.

c. BuznauuTu nepconaJs opranizarii 3
HEOOXITHUMU ITOBHOBAXKEHHSIMH IIIOJ0
JOCTYIy Ta TEXHIYHOIO KOMIIETEHII€I0 JJIs1
HAIJISy 33 IEPCOHAJIOM 3 TEXHIYHOTO
0OCIyrOByBaHHsl, sIKU He Ma€ HEeOOXiJHUX
JO3BOJIIB Ha JIOCTYII.

MA-5

SAXVCT HOCIIB IHOOPMAIIII (MP)

49

3BEPITAHHS HOCIIB
THOOPMAIIIT (MP-4)

a. Pi3UYHO KOHTPOJIIOBATH Ta Oe3IIeYHO
36epiraru [[IpusHaveHns: BU3HAUECH]
opranizarieo Tunu nudposux Ta/ato
nenudposux HociiB indopmanii] B Mexax
[HpI/I3Ha‘{eHHHZ BU3HAYEHUX OPraHi3ali€o
KOHTPOJIbOBAHUX 30H].

b. Baxwumaru cucremHi Hocil, siKi BU3HaYeHi B
MP-4 1o Toro yacy, sik HOCil 3HUIILYIOTHCS
ab0 OUYMINAIOTHCS, 3 BUKOPUCTAHHSM
3aTBEP/?KEHOr0 00JIaJHAHHSI, METOIB Ta
Hpoueayp.

MP-4

50

JIOCTVYII JO HOCIIB
THOOPMAIIIT (MP-2)

O6wmezkurn gocryn no |[IpusHadenHs:
BU3HAYEHUX OpraHizalli€io TUIiB udpoBUX
Ta,/abo HenudpoBux HOCITB iHdOpMarii
[IIpn3navenHs: BUSHAYEHUM OpraHi3alli€o
[epcoHasoM abo possMu|.

MP-2
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51

3HUIIEHHS IHOOPMALLI
HA HOCISIX THOOPMAIITT
(MP-6)

a. OuwnirysaTn [HpnsﬂaquHﬂ: BU3HAYEHI
opranizariero cucreMui Hoclii| nepes
YTUJI3ali€o, BUILyCKOM 3a MexKi
OpraHi3aIiftHOro KOHTPOJIIO, abo mepes
[IOBTOPHUM BUKOpUCTaHHAM [[IpusHavenus:
METOZAaMH Ta IIPOIELyPaMU OUUIIEHHS],
BHU3HAYEHUMH OpraHi3alji€ro).

b. BukopucroByBaTH MeXaHI3MM OUHINEHHS 31
CTIMKICTIO Ta IIJIICHICTIO, 1110 BiJmoBimzae
Kareropil 6e3mexu abo PiBHIO CEKPETHOCTI
indopmariii.

MP-6

52

MAPKYBAHHST HOCIIB
THOOPMAIIIT (MP-3)

a. Hanocuru na Hocil indopmariil
MapKyBaHHsI, II[0 BKa3yOTb Ha OOMEXKEHHS
MOIIUPEHHsI, OOPOOKHU, a TaKOXK
3acTepeXKeHHs! Ta BiAMOBiAHI MiTKM Oe3mexkn
(sixmmo Taxki €) indopmarii.

b. 3inbauTH [[IpusHadenss: BusHaYeH]
oprasizalfi€io TN HOCITB cucTeMu| Bif
MapKyBaHHSI, SIKIIO HOCIT 3a/IUIIAIOTHCS B
Mmexkax [[IpusHaveHHs: BUSHAYEHUX
Opraizalfieo KOHTPOJIbOBAHUX 30H).

MP-3

53

TPAHCTIOPTYBAHHA
HOCIIiB IH®OPMAIIII
(MP-5)

a. 3axuInaTu Ta KOHTPOJIIOBATH
|[[Ipmsravenns: BusHaueHI opraxizamiero T
HOCITB cucTeMH| IIiJ 9aC TPAHCIOPTYBAHHS 3a
MeXKaMH KOHTPOJIbOBAHUX 30H,
Bukopucrosytoun |[Ipusnadenns: Bu3HadeHi
opranizanieo 3axonu 6e3mneku].

b. Bectu 06s1ik HOCITB cuctemu indopmariii
il Jac TPAHCIOPTYBAaHHS 3a MeXKaMu
KOHTPOJILOBAHUX 30H.

c. JJokymenrtyBaTu 1ii, mos’st3aHi 3
TPAHCIOPTYBAaHHAM HOCIIB CHCTEMU.

d. O6MmexuTH IisIbHICTD YIIOBHOBAYKEHOTO
[IePCOHAJY, [IOB’A3aHY 3 TPAHCIOPTYBAHHSIM
HOCIIB cHUCTEMH.

MP-5

3abesneuntn [Bubip (onun abo Kinbka):

KOHMIAEHIIHHICTD; uiniCHiCTb] [HpnsHatIeHHs{:

BU3HaUeHa oprasizamieio indopmanis| B crani
CITIOKOIO.

SC-28

54

BUKOPVCTAHHS HOCIIB
THOOPMAIIIT (MP-7)

a. [Bubip: obmexkuTy; 3a60poHUTH|
BukopucTanus [[IpusnadenHs: BU3HATEHIX
oprasizaji€io TUIiB HOCIIB cucreMu| Ha
[IIpusnavenns: Busnadeni opranisamieo
cucTeMu ab0 KOMIIOHEHTH CHCTEMH],
Bukopucrosytoun [[Ipusnadenns: BusHaveHi
opranizanjiero 3axonu Gesnekn).

b. 3a60pOHUTH BUKOPUCTAHHS MOPTATUBHUX
IpuUCTPOIB 30epiraHHs JAaHUX B CHCTEMAX
opraHizariil, sIKII[0 TakKi IPUCTPOI HEe MAIOTh
BU3HAYEHOI'O BJIACHUKA.

MP-7

IIJIAHYBAHHS BESIIEPEPBHOI POEOTH (CP)

55

PE3EPBHE KOIIITFOBAHHJSI
(CP-9)

Pezepsre koniroBanusa indopmariil Kop
HCTyBad4a, 110 MICTUTHCS B.

CP-9

BESIIEKA IIEPCOHAJY (PS)

56

TIEPEBIPKA [IEPCOHATY
(PS-3)

IIpoxoasaTe 0ocobu mepeBipKy mepes THM, K
HaJATH 1M JOCTYII IO CUCTEMU;.

PS-3

57

BBLILHEHHSI
[IEPCOHAJLY (PS-4)

IIpu 3BiTbHEHHI IIpalliBHUKA JOCTYII J10
CHCTEMH BUMHKAETHCH HpoTsirom <PS-04
ODP|01] gacosoro nmepiomy >;.

PS-4

TlepernsimaroTbest Ta MiATBEPIKYOTHCS
IOTOYHI HOTPEeOU B JIONYHUX Ta (DISHIHUX
03BOJIAX HA JIOCTYII /10 CUCTEM Ta 00’€KTiB
Ipu IepenpusHadeHHi abo rnepeBeieHHi ocio
Ha IHII Mocaju B OpraHisariii;.

PS-5

OI3NY

HUU BAXUICT TA 3AXNCT HABKOJIMIITHBOI'O CEPEZIOBUIIIA (PE)

58

PE-2 JOCTYILY (PE-2)

Pospobiieno nepestik ocib, siki MaloTh IpaBo
aBTOPHU30BAHOIO JOCTYILy 10 00’€KTa, e
repebyBae CUCTEMA;.

PE-2
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59 MOHITOPUHT ®DizuyHuii gocTyn 10 06’eKTy, ge 3HaxoauTbesi | PE-6
QIBNUYHOT'O JOCTVYITY cuCTeMa, MOHITOPDUTBHCS 3 METOIO BUSIBJIEHHSH
(PE-6) Ta pearyBaHHs Ha iHIUAEHTH (BiZUIHOL
Gesreku;.
60 AJIBTEPHATVBHE AsbrepHaTuBHE pObOUE Micige. PE-17
POBOYE MICLE (PE-17)
61 OIBNYHUU JOCTVII 10 Asropusalist Pi3UYIHOrO JOCTYILY PE-3
CHUCTEMU (PE-3) 3abesneuyerscst B <PE-03  ODP[01] mynkrax
BXOJYy 1 BUXO/y > HIJISIXOM II€peBipKu
IHIWUBIIYyaJIBHUX JTO3BOJIB JOCTYILY;.
KepyBanus dizudnum jgoctynoM o Buxinaux | PE-5
naHuX 3aiicHoeThea 3 <PE-05 ODP
NIPUCTPOIB JJIs BUBEJEHH: iHdopMaIiil >, s
3arobiraHHsi HECAHKI[IOHOBAHOTO OTPUMAHHS
KOPHCTYBaJaM¥ BUXITHUX JAHUX.
62 PE-4 JITHIN Oismunnit gocryn no <PE-04 ODP|01] PE-4
EJJEKTPOXKUNBJIEHHSA CHCTEM PO3IIOJIiIy Ta MOCTaYaHHS
(PE-4) JKUBJICHHSI > B M€2Kax 00’€KTiB opranizaril
KOHTPOJIIOETHCSI.
OLIHKA PU3UKIB (RA)
63 OUIHIOBAHH{ PUBUKY Yacrora> abo Kou BigOyBarOTHCs 3HATHI RA-3
(RA-3) 3MiHM B cucremi, cepepoBuin i1
dyHskuionyBaHHs abo IHIIUX yMOBax, sIKi
MOXKYTb BIUIMHYTH Ha CTaH 6e3rneku abo
PUBATHOCTI CUCTEMU.
64 CKAHYBAHHA 31iiCHIOETHCA MOHITOPUHT CUCTEM Ta RA-5
BPA3JIMBOCTEN (RA-5) PO3MIILIEHNX 3aCTOCYHKIB Ha HasABHICTH
Bpazmmsocreit <RA-05 ODP[01] uacrora
Ta,/ab0 BUIAAKOBICTH BiJIOBIAHO 1O
BHU3HAYEHOI'O OpraHi3alli€io mpoecy >, a
TAKOXK KOJIY BUSIBJIAIOTHCS Ta
MOBiTOMJIAIOTHCS HOBI BPa3JIMBOCTI, 10
[TOTEHI[IHHO MOXKYTb BIINHYTH HA CHCTEMY;.
OLIHIOBAHH{, ABTOPU3AIIIA TA MOHITOPUHT (CA)
65 OLIIHIOBAHHZI (CA-2) a. Bubepirsb Bignosianoro ouinoBada abo CA-2

KOMaH/Ly 3 OI[iHKHM JUUIsI THILYy OILiHIOBaHHS, sIKe
Oy/1e IPOBOIUTUCS;

b. Po3pobiTs miaH KOHTPOIBHOI OIIHKY, SIKAN
OIHCY€ OOCAT OIIHKM, B TOMY YHCJIi:

1. 3ax0oa¥ 3aXUCTY Ta MOCHUJIEH] 3aX0/IH, 110
MiJUIATaI0TH OIIHIOBAHHIO;

2. mpornenypu OLiHIOBAHHS, €(PEKTHBHOCTI
3aX0/IiB; SIKi BUKOPHUCTOBYBAaTUMYThCS JIJISt
BU3HAYEHHS

3. cepeoBHINE OI[IHIOBAHHS, IPYILY
OIIIHIOBaHHsI, POJIi 1 0OOB’SI3KH 3 OI[IHIOBAHHSI.
c. 3abe3neunT Po3IJIsi]l i 3aTBEP/KEHHSI
IJIAHY OIIHIOBAHHS YIIOBHOBaXKEHOIO
odirnitHoI 0co0600 ab0 MPU3HAYEHUM JJIsi
MIPOBEJIEHH OIiHIOBAHHS IIPEJICTABHUKOM;

d. OuinuTy 3axonu 3axucTy B cucreMi Ta B i1
cepeJIoBUIll (DYHKIIOHYBaHHS 3
[IIpusHavenHs: BUSHAYEHOIO OPraHi3aIieo
9acTOTO| JUIsl BUSHAYEHHS, HACKIIBKA
KOPEKTHO peaJii3oBaHi 3axoau Ge3reKu i um
MPAIOITh BOHU 33 IIPU3HAYEHHSIM 1 JTAl0Th
OarxaHMil pe3yJIbTaT MO0 JOTPUMAaHHS
BCTAHOBJIEHUX BUMOI' O€3IIE€KU Ta
IIPUBATHOCTI;

e. [ligroroBuTHn 3BIT OIiHIOBaHHS GE3IIEKH,
SKUN JOKYMEHTY€E Pe3yJIbTaTU OI[iHIOBAHHS;

f. HagaTu pesysibraTru OmiHIOBaHHS 3 O€31EKU
[[Ipusrauenns: ocobam abo possm,
BHU3HAYEHUM OpraHizarjero].

BU3HAYEHO YACTOTY, 3 SIKOIO CJIiJ OI[iHIOBATHA

(dYyHKIIOHYBaHHS;

ITapameTp: ca_2 odp_ 1
Tum: list
3unauenusi: admin
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BH3HAatUEHI 0cobu abo pouil, IKHM MAalOTb OyTH ITapameTp: ca_2 odp_ 2
Ha/laHi Pe3yJIbTATU OLIIHIOBAHHS 3 Oe3IeKU; Tum: list
3uadennsi: admin
PO3pO0JIEHO TIJITaH KOHTPOJILHOI OIIHKU, STKUM [Tapamerp: ca_2 b 1
OIHUCYE OOCHAT OIiH KU, BKJIIOYAIOYN 3aX0U Tum: list
3aXHUCTY Ta IOCHUJIEH]I 3aXOMH, IO HiJJIATAI0Th Suavenns: admin
OIIIHIOBAHHIO.
PO3PO6JIEHO IJTaH KOHTPOJILHOI OLIHKY, SIKAN ITapamerp: ca_2 b 2
OIACY€E OOCHAT OIiHKH, BKJIIOYAIOYU IPOIEyPHU Tum: list
OLIIHIOBAHHS, SIKi BUKOPUCTOBYBATUMY ThCS Suauenns: admin
Tl BUSHAYEHHsS €(peKTHUBHOCTI 3aXO0/IiB.
PO3pPOOJIEHO IIAaH KOHTPOJILHOI OLIHKY, SIKAN ITapamerp: ca_2 b 3 2
OIKUCYE OOCAT OIIHKM, BKJIIOYAIOYU I'PYILy Tumn: list
OIiIHIOBAHHS. 3uaduenusi: admin
PO3PO6JIEHO MJIaH KOHTPOJILHOI OLIHKHY, SIKAN ITapameTp: ca_ 2 b 3 3
OIUCY€E OOCHAT OIiHKH, BKJIIOYAIOYU POJIi i Tum: list
0BOB’SI3KM 3 OIIHIOBAHHSI. 3unadenusi: admin
pe3yJIbTaTH OI[IHIOBaHH: 3 Oe3IeKn ITapamerp: ca_2 f
najgatorscst <CA-02  ODP[02] ocobam abo To: list
POJISIM >. 3navenns: admin
66 TIJTAH YCYHEHHSA a. Po3poburu /18 cuCTeMU TJIaH yCyHEHHS CA-5
HEJIOJIIKIB TA HEJIOJIIKIB Ta KOHTPOJIbHI IIOKA3HUKU 3 METOIO
KOHTPOJIbHI JOKYMEHTYBaHHsI 3aIlJIAHOBAHUX
IIOKA3HUKU (CA-5) KOPUT'yBaJIbHUX Jiil opramizaril jyis
YCYHEHHsI HEJIOJIIKIB i 3ayBarkeHb, sAKi
BUABJIEHI B XOJi OI[iIHIOBAHHS 3aXO/IiB 3aXUCTY,
a TaKOXK [JIsI 3MEHIIIEHHST a00 yCyHEHHS
BiZIOMUX Bpa3J/IMBOCTEN y CHCTEMI.
b. OHoBirOBaTH YMHHMI IIJIAH yCYHEHHS
HEJIOJIKIB Ta KOHTPOJIbHI IIOKa3HUKHU 3
[IIpusHavenns: BUSHAYEHOIO OpraHi3aIieo
YaCTOTO| Ha OCHOBI pe3y/bTaTiB
OIIiHIOBAHHS 3aXO/liB, HE3AJIEXKHUX AYJUTIB Ta
IIOCTifTHOrO MOHITOPUHTY.
BU3HAYEHO YaCTOTY OHOBJIEHHSI YMHHOT'O ITapameTp: ca_5 odp
IUIAHY YCYHEHHsI HEJOJIiKiB Ta KOHTPOJIbHUX Tum: list
IIOKa3HUKIB Ha OCHOBi PE3yJIbTaTiB 3uavenns: admin
OIiHIOBAHHSI 3aXO/iB 3aXUCTY, HE3AJIEXKHUX
ayJIUTiB Ta IMOCTIMHOIO MOHITOPUHIY;
PO3pOOJIEHO IIJIaH YCYHEHHSI HEJIOJIKIB Ta ITapameTp: ca_5_ a
KOHTPOJIbHI TOKA3HUKH JJIsI CHCTEMH, Ta Tum: list
3a/I0KyMEHTYBaHO 3allJlaHOBaHi il SuadvenHs: admin

oprasi3alii 3 KOpUryBaHH#, CIIPsIMOBAaHI Ha
YCYHEHHsI HEJIOJIIKIB Ta 3ayBarkeHb,
BUABJICHUX IIiJT YacC OI[IHKU 3aXO/liB 3aXUCTY, a
TaKOXK Ha 3MEHIIeHHsI ab0 yCYHEeHHsI BiJIOMHX
BPAa3JIMIBOCTEH B CHCTEMI;
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BESIEPEPBHIII
MOHITOPYHT (CA-T7)

Pospoburu crparerito 6e3mepepBHOTro
MOHITOPUHT'Y 6€31IeKH Ta MPUBATHOCTI i
YIIPOBAIUTH IIPOrpaMy Ge3mepepBHOrO
MOHITOPUHI'Y 6€3IeKH Ta MPUBATHOCTI, SIKa
OXOILJTIOE:

a. BCTAHOBJIEHHsI ITOKA3HUKIB 6e3IeKn Ta
MIPUBATHOCTI, sIKi HEOOXiJHO Bi/ICTEXKyBaTH:
[[Ipusravenns: BusHaueHi opranizamieo
MeTpHKHU|;

b. Bcranosnenns [[IpusHadeHHs: BU3HAYEHA
oprasizalfi€io 4acToral aJjsi MOHITOPHHTY Ta
[IIpusnavenns: BusHaveHa oprasizamico
gacToTa| s Ge3MepepBHOro OIiHIOBAHHS
edeKTUBHOCTI 3aX0/1iB 3aXUCTY;

C. IIOTOYHI OIiHIOBAHHS 3aXO/liB 3aXUCTY
BIZIIIOBiAHO 710 cTpaTerii 6e3mepepBHOro
MOHITOPHUHTY OpraHi3aril;

d. mocTiifinuii MOHITOPUHI cTaHy 6e3IeKH Ta
MIPUBATHOCTI BiAIOBIAHO IO BCTAHOBJIEHUX
OpraHi3aIli€lo MeTpUK i BiAIOBIIHO 10O
crpareril 6e311epepBHOrO MOHITOPUHTY
Oprasi3arii;

e. 3icTaBjieHHs Ta aHaJi3 iHdOpMaIIil,
OTPUMAHOI B Pe3y/IbTaTi OIIHIOBAHHSI Ta
MOHITOPUHT'Y 6€3IeKH Ta MPUBATHOCTI;

f. nil pearyBanHs 3a pe3yIbTaTaMu aHAIIZY
indopmMartii, MoB’s13aHO1 3 GE3NEKOIO Ta
PUBATHICTIO;

g. MOBITOMJIEHHSI IIPO CTATyC Ge3IIeKn Ta
npusaTHOCTi cucremu |[[Ipusnadenns:
BU3HAUEH] opraxisamiero nepconan abo poumi| 3
[IIpnsnadenHns: BUSHAYEHOIO OpraHi3alfieo
9acTOTOIO).

CA-7

BU3HAYEHO YaCTOTY, 3 KOO CJIiJ MOHITOPUTHU
edeKTUBHICTh 3aX0/1iB 3aXUCTY;

[Tapamerp: ca_7 odp_ 2
Tum: integer
Suauenus: 30

BU3HAYEHO YACTOTY, 3 SKOIO CJIiJ] OI[iIHIOBATH
eEKTUBHICTH 3aXOiB 3aXICTY;

ITapameTp: ca_7_odp_3
Twum: integer
Suauenusa: 30

BU3HAYEHO [IEPCOHAJ ab0 POJIi, SKUM
[OBiIOMJISIETHCS IIPO CTaH GE3IEKH CUCTEMU;

ITapamerp: ca_ 7 odp 4
Twum: list
3unadvenusi: admin

BH3HAYEHO YACTOTY, 3 SIKOIO IIOBLJOMJISIETHCS
mpo cTaH 6Ee3MeKN CUCTEMHU;

ITapameTp: ca_7 odp 5
Tum: integer
Suauenusa: 30

BH3HAYEHO IIE€PCOHAJI 200 POJIi, SKUM
[TOBiTOMJISIETHCSI IPO CTaH KOH(DIIEHIIHHOCTI
CHCTEMU;

ITapameTp: ca_7_odp_6
Tum: list
3uadenns: admin

BU3HAYEHO YaCTOTY, 3 SIKOK IIOBIIOMJISIETHCS
npo crad KoHdiaeHIiifHOCTI cucremu;

ITapamerp: ca_7 odp_ 7
Tum: integer
3uagenus: 30

Oe3mepepBHUIT MOHITOPUHT Ha PIBHI CHCTEMH
BKJIIOYA€ TMOTOYHI KOHTPOJIbHI OIiHKU
BIZIIOBiAHO [10 cTpaTeril Ge3nepepBHOTO
MOHITOPHHTY;

[TapameTp: ca_7 c
Tum: list
3uadennsi: admin
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B3AEMO/IIS CICTEM
(CA-3)

a. CXBAJIUTU Ta KePyBaTU OOMIHOM
indopmariiero Mi>k CHCTEMOIO Ta iHIIIMU
cucreMamu 3a Jonomoromoo [Bubip (ogun a6o
KijIbKa): yrojyu Ge3neKn B3a€MO3B s3KY;
noroBopu be3neku 0OMiHy iHMOpMAIi€o;
MEMOPAHIYMH PO B3a€MOPO3YyMIHHS; yTOIU
IIpO piBeHBb OOC/IyTOBYBAHHS; YTOIU
KOPHCTYBA4a; yroJy PO HEPO3TOJIOIECHHS;
[Jopy4enns: Tun moroBopy, BU3HAYEHHH
oprauizaieo]];.

b. mOKyMeHTyBaTH, IK JACTHHY yTOLH IIPO
OOMiH, XapaKTEepUCTUKU 1HTepdENRCY, BUMOIU
0 6e3meKu Ta IPUBATHOCTI, 3ac0bm
KOHTPOJIIO Ta BiJIIOBIIAJIBHICTD [1j1s1 KOXKHOT
CHCTEMHU, & TAKOXK XaPAKTEP MEePEeIaHOl
indopmarrii;

C. 3AIMCHIOBATH TIEPErJIs] Ta OHOBJICHHS YO
3 |[[Ipu3HavYeHHs: BU3HAYEHOK OPraHI3amiero
YacTOTOI).

CA-3
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BUOpPaHO ojiHe ab0 JEKIIbKa 3 HACTYITHUX
3HAYEHbBb [TAPAMETPIB: {): yromu
0e3meKn B3a€MO3B A3KY;

noroBopu besneku 06MiHy iHMOpPMAILI€O;
MEMOPAHYMH IIPO B3AEMOPO3YMIiHHS;
yroau Ipo piBeHb 06CIyrOBYBaHHS;
yroau KOPUCTyBada;

yroau

ITapameTp: ca_3 odp 1
Tum: list
3uadennsi: admin

BU3HAYEHO YaCTOTY, 3 sIKOIO HEOOXiTHO
eperjaagaT Ta OHOBJIIOBATH YTOMU;

[TapameTp: ca_3_odp_3
Tumn: integer
3uauenus: 30

SAXNCT CUCTEM TA KOMVYHIKAIII

T (SC)
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HNOCTYIIHICTD
PECYPCIB (SC-7)

a. KonrposioBaru Ta ynpaBisaTu 3B’sI3KOM Ha
30BHIIIIHBOMY IIEPUMETPi CUCTEMU Ta Ha
KJIIOYOBHUX BHYTPIIIHIX IlepuMeTpax
BCEPEVHI CUCTEMU.

b. PeasizyBaTu ningmepexi juist
3araJIbHOJOCTYITHUX KOMIIOHEHTIB CUCTEMHU,
skl € [Bubip: disuuno; soriuno| Biggineni sig
BHYTPIIIIHIX Mepek opraHisariii.

c. Iligkirouarucst 10 30BHIIIHIX Mepex abo
cHuCTeM TIJIbKH 4epe3 KepoBaHi inTepdeiicu,
IO CKJIAJAIOTHCA 3 IPUCTPOIB 3aXUCTY
IIepUMETPY, i PO3TAIIIOBAHUX BiIIOBiZHO 110
apxXiTeKTypu 6e3MeKn Ta MPUBATHOCTI
opraHizariii.

SC-7

70

THOOPMALIIS B
3ATAJIBHUX
CUCTEMHUX PECYPCAX
(SC-4)

3anobiraTu HECAHKI[IOHOBAHIN Ta
HEHaBMUCHIH nepejadi iHdopmarii yepes
CIIIJIbHI CHCTEMHI pecypcH.

SC-4

71

BIZIMOBA 3A
3AMOBYYBAHHSIM -
JO3BLI 3A BUHSITKOM
(SC-7(5)) (SC-7)

Bigmosa 3a 3aMoBYyBaHHSIM - JO3BLI 3a
BuHATKOM (sc-7(5)).

SC-7(5)

72

KOHOIAEHIIMHICTD TA
HIIJIICHICTD ITEPEJAYI
(SC-8)

Babesneuntu [Bubip (omun abo kinbka):
KoHDIeHnifHICTE; HinicHicTs| iHGOpPMAanil,
[0 IE€PEJAETHCS.

SC-8

3abesneunTu KOHMIAEHIIHHICTD Ta ILIICHICTH
rnepejiadi 3a JIONMOMOrOI0 KpHUIITOrpadivaHoro
3aXUCTY.

SC-8(1)

3abesneuntn [Bubip (ogun abo Kijgbka):
koudinenniitaicte; nigicuicrs| [[Ipusnadenus:
BU3HAUEHa opraHizaniero indopMmaris| B crani
CIIOKOIO.

SC-28

3abe3neunTu Kpunrorpadiauuil 3aXuUCT
indopMariil B CTaHi CIIOKOIO.

SC-28(1)

PeanizoBani xkpunrorpadiuni MexaHizMu ajis
3aro0biraHHsl HECAHKI[IOHOBAHOMY PO3KPHUTTIO
indopMariil, 110 3HAXOAUTHCI B CTaHi CIIOKOIO
Ha CHCTEMHHX KOMIIOHEHTaxX abo HOCIsSIX

ITapamerp: sc_28 1 01
Tum: string
Sunauenna: AES-256-GCM

PeasizoBani kpunrorpadiunui mexaHi3aMu s
3amobiraHHsl HECAHKIIOHOBaHIN MomudiKaril

iHdopMaIiil, 1110 3HAXOAUTHCI B CTaHi CIIOKOIO
Ha CHUCTEMHUX KOMIIOHEHTaX abo HOCisix

[TapameTp: sc_28_1_02
Tum: string
Suauenns: AES-256-GCM
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BIZIKJ/IFOYEHHSA MEPE>KI
(SC-10)

3aBepunTy 3’€IHAHHS 3 MEPEXKEIO, SIKEe
MOB’sI3aHE 13 CeaHCOM 3B’sI3Ky B KiHIIl CeaHCy
abo nicaa [[IpusHaveHHs: BUSHAYCHUN
opranizaieo nepiox dacy| 6e3aisabHOCTI.

SC-10

Busnayeno nepioj 6e3aistiabHOCTI, micsst
SIKOTO CHCTEMa PO3PUBAE MEPEIKEBE
3’eIHAHHS, [IOB’si3aHE 3 CEAHCOM 3B’SI3KY;
SC08(05) ODP[02] mepexxese 3’enHaHHs,
OB sI3aHe 3 CEAHCOM 3B 3Ky, PO3ipBaHO B
KiHIi ceaHncy abo micys mepion dacy
6€e31is1JIbHOCTI

ITapameTp: sc_ 10 _odp
Tum: integer
Suauenuda: 30
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BCTAHOBJIBHHST
KJIIOYAMH (SC-12)

BcranoBuTu Ta ynpapisTu
KpUITorpadiyHuMu KJII0YaMy JIJIst
kpunrorpadiyaux 3acobis, sKi
BHUKOPHCTOBYIOTBCSI B CHCTEMI BiIIOBIAHO J10
[[Ipmsnauenns: BusHaueHI opraHizalieo
BUMOT'H JIO T'€Hepallil, HOIUPEeHHS,
306epiraHssi, JOCTYIly Ta SHUIEHHS KJIOTiB|.

SC-12
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indopmariit 3aXUCTY napamMeTpu
Bceranosmoorsest KpunrorpaditHi Ko, [Tapamerp: sc_ 1201
KOJIX B CUCTEMi BHKOPHUCTOBYETHCS Tum: string
kpunrorpadis Bignosigao no < SC-12_ODP Sunauenns: AES-256-GCM
BUMOI' >
3aifiCHIOETbCS yIIPaBIIiHHSA ITapamerp: sc_ 12 02
KpunrorpadiyHuMu KJI0YaMu, KOJIU B Tun: string
crucTeMi BUKOPHCTOBYEThCsI Kpuirrorpadis, Sunauenna: AES-256-GCM
BIIIIOBiAHO 70 BUMOT
75 KPUIITOTPAOITYHNU a. Busnaunru [[IpusHadents: BAKOPUCTAHHS SC-13
3AXUCT (SC-13) kpunrorpadidHux 3aco6iB, BUSHAYEHUX
opranizarienl;
b. Buposaauru [3aBnanns: BusHadeni
oprasizamnieo Buau Kpurnrorpadil miis
KOKHOTO BU3HAYEHOI'O KPUNTOrpadigaHoro
BUKOPHCTAHHS|.
KPUIITOT'PA®TYHUNU 3AXUCT META ITapamerp: sc_ 13 01
OULIHKU: Busnauuru, yu: Tum: string
Snauenna: AES-256-GCM
Busnatueno Bukopucranus Kpunrorpadiaaux ITapamerp: sc_ 13 _odp
3acobiB 01
Tum: string
Suauenns: AES-256-GCM
Buznateno tunu kpunrorpadil s KO2KHOIO ITapamerp: sc_ 13 _odp
BKa3aHOT'O KPUNITOIPA]i4HOrO BUKOPUCTAHHST; 02
Tum: string
3uauenns: AES-256-GCM
SC-13a. inenTndiKOBAaHO BUKOPUCTAHHS >}
SC-13b. peanizoBano Tumnu xpunrorpadil ms
KOKHOTO BKA3aHOI'O KPUITOrpadivaHoro
BUKOpUCTaHHs (BusHaueHoro B SC-13
ODP|01]). kpunrorpadiune <SC-13
ODPJ01]
76 CITIJIBHI a. 3a60pOHUTH BiJJaJIEHy aKTHBAIIIO SC-15
OBYNMCJIFOBAJIBHI CIJIBHUX O6YHC/IIOBAJIbHUX IPUCTPOIB (XMap)
ITPUCTPOT TA Ta 3aCTOCYHKIB 3 TAKUMH BUKJIIOYUECHHSIMU:
3ACTOCVYHKMN (SC-15) [[Ipmsnavenns: BusHaueH] opraHizalico
BUKJIIOYEHHS, ¥ AKUX JO3BOJIEHA BijajieHa
akTUBaNisd|.
b. HagaTu siBHY BKa3iBKY 11010
BUKOPHUCTAHHST KOPUCTyBadaMu Pi3maHO
[IPUCYTHIMH [IPUCTPOSIMH.
7 MOBIJIBHUU KO/, (SC-18) a. Busnauaru npuitaarai ta HenpuiiHATHI SC-18
MOG1LIBbHI KOAW Ta TEXHOJIOrT MOOLILHUX
KO/IiB.
b. IIpoBoguTH aBTOpHU3AIiIO, BiACTEXKYBATH
Ta KOHTPOJIIOBATH BUKOPHUCTaHHS MOOIJIBHOTO
KOJLy BCEPEIHHI CUCTEMU.
78 ABTEHTU®IKAIIISL CECIL 3abesneunT aBTEeHTUOIKAIIIO CeaHCiB SC-23
(SC-23) 3B’A3KY.
HIJIICHICTb CUCTEMU TA THO®OPMAIIII (SI)
79 BUIIPABJIEHHS Bussieno megoniku cucremu;. SI-2
JEDEKTIB (SI-2)
80 3AXUCT BI/I 3axucT BiJ NIKIJAJIUBOTO KOLY. SI-3
MKIAJIMBOTI'O KOIY
(SI-3)
Busnageno gacrory, 3 sIKOI0 MexaHi3Mu ITapamerp: si_3 odp 02
IIKIJINBOrO KOZY BUKOHYIOTH CKAHYBaHHS Tum: integer
Suauenusa: 30
Busnaueno nail, sskux cJait BXKUTH y BiJIIOBiIb ITapameTp: si_3 _odp 05
HA BHUABJICHHs MIKIJJIMBOTO KOy (AKIIO Tum: list
BUOpAHO) 3nauenusa: login, logout,
failed attempt
81 IIOITEPEI>KEHHA, Ilonepenrkennsi, pekomeHgaii Ta JUPEKTUBH SI-5

PEKOMEHJIAIII TA

JUPEKTHWBU 3 BE3ITEKN

(SL-5)

3 Ge3meKu.

Bubpano osze abo AekijbKa 3 HACTYITHUX
3HAYEHD ITAPAMETPIB: {nepconan a6o
poui;

€JIEMEHTH;
30BHIIIHI Opraizarii}

ITapameTp: si_5 odp 02
T list

Snauenns: admin,
security officer
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indopmariit 3aXUCTY napamMeTpu

Busnayeno nepconas abo posii, 10 KX ITapameTp: si_5 odp 03

MalOThb OyTH JIOBEJIEH] ITONIEPE/IKEHHSI, [TOPATN Tum: list

Ta JUPEKTHUBH 3 GE3MeKu (SIKIO BU3HAMEHO ) Suauenns: admin,
security officer

82 MOHITOPUHI' CUCTEMU MOHITOPUHI' CUCTEMHU. SI-4
(SI-4)

Busnayeni meronu Ta criocobu, 1o [Tapamerp: si_4 odp_ 02

BUKOPHCTOBYIOTBCHA [IJI BUABJIECHHHA Tum: list

HECAHKIIIOHOBAHOTO BUKOPHUCTAHHS CUCTEMU Snavenus: admin,
security officer

Busnauena indopmariss 1po MOHITOPHHT ITapameTp: si_4 odp 03

CHUCTEMH, KA TOBUHHA HAIABATUCH Tun: list

epcoHasry abo poJIsiM 3uadenss: admin,
security officer

Buznateno nepconas abo pouti, sSIKUM Ma€ ITapamerp: si_4 odp 04

HaJlaBaTHCA iH(OpPMAaIlisi IPO MOHITOPUHT Tumn: list

cucTeMu 3navennsa: admin,
security officer

Bubpano onte abo JekijiibKa 3 HACTYITHUX ITapameTp: si_4 odp_ 05

3HAYEHD ITAPAMETPIB: {3a norpe6ow; Tum: string
3HaYEHHs: M[OPITHO

JacToTa}

Busnaueni Kpurepil He3BU4UHOI ab0 SI-4(4)

HECAHKIIIOHOBAaHOI [isiJIbHOCTI ab0 yMOBH JJIsi
BXizHOro Tpadiky 3B’SI3Ky.

Busnaueni kpurepil He3BH4HOI 200 ITapamerp: si_ 4 4 a 01
HECAHKIIIOHOBAaHOI [isiJIbHOCTI ab0 yMOBH JJIsi Tum: list
BxizHoro rpadiky 3B’I3Ky SHaCHHS:
Busnaueni kpurepil HespudaiHol abo [Tapamerp: si_4 4 a 02
HECAHKIIIOHOBAaHOI [isiIbHOCTI ab0 yYMOBH JJIsi Tum: list
BUXiHOrO Tpadiky 3B’A3KY 3HaveHHs:
3aificHI0eThCA MOHITOPUHT BXiIHOTO IHapamerp: si_4_4_b_01
KOMyHIKaI[iiHOro Tpadiky dacrora Ha Tun: string
peJaMeT He3BUYHHUX ab0 HECAHKI[IOHOBAHUX 3HaYEHHS: MIOPITHO
niit abo ymoB
Konrposioerbest Buxiguuii Tpadik 3B 93Ky [Tapamerp: si_4 4 b 02
“acTOTa Ha IPEeAMET He3BUIHUX abo Tum: string
HECAHKI[IOHOBAHUX Jiii ab0 yMOB. BUXiJTHOIO 3HaveHHs: MOPIYHO
BUSIBJICHHS
ITosiTuku Ta nporesypu 3 O6e3meKu
83 ITosiTuku Ta nponexypu 3 a. Pospoburn, 3amoxkymentyBaru Ta AC-1
Oe3nekn nomwmpuTH [[IpusHadeHHs: cepesi BU3HAUEHOIO

opranizanieo nepconaiy abo poseii|:

1. 2. [Bubip (omuu abo mexinbka): Pisenn
opramnizanil; Pisens wmicii/6isnec-nipornecy;
PiBEHB CHCTEMH| IOJIITHKH KOHTPOJIIO
JOCTYILy, AKa:

(a) micTuTh MeTy, cdepy 3acToCyBaHHS, PO,
BIJIIIOBiJaIbHICTB, 3000B’sI3aHHS KEPiBHUITBA,
KOOPJMHAIIO Mi>K OpraHi3aniifHuMu
MiIPO3IiJaMH Ta CUCTEMY KOHTPOJIIO
Bignosiguocti (compliances);

(b) BigmOBiNAE YMHHOMY 3AKOHOJABCTBY,
HOPMATHUBHUM JOKYMEHTaM, JUPEKTUBAM,
HOpMaM, IOJIITUKAM, CTaHJAAPTaM i KepiBHUM
nokyMmeHTaM. [Iponemypu, mo cupusorh
peaJiizanil IOJIITHKN yIPaBJIHHSA JOCTYIIOM i
BIJIIOBIJHUX 3aXOJiB YIPaBJIHHS JIOCTYIIOM.
b. [lpusnauynru #a nocaxny [[Ipusnadenms:
BU3HAYEHY OpraHisaliero mocamosy ocody|
I YIIPaBJiHHS, JOKYMEHTYBaHHS 1
PO3MOBCIOPKEHHS TOJIITUKA Ta IIPOLEIYDP
KOHTPOJIIO JJOCTYIIOM.

c. IlepernsinyTu Ta OHOBHTH:

1. ToTOYHY MOJITUKY yNPaBJiHHS JOCTYIIOM
[[Ipusnavenns: 3 BUBHAYEHOIO OPraHi3aAIE0
gacroroo| Ta [[IpusHadeHHs: noail,
BH3HAYEHI opragizamnienol;

2. IOTOYHI IpOIeypy yIPABJIHHS JOCTYIIOM
[[Ipusnadenns: 3 BUBHAYEHOIO OPraHi3aIli€o
gacroron| Ta [3aBranHs: mopnil, BU3HAYEH]
opranizariero].

24




Ne 3/m

Haszsa ail 3 6e3nekn
indopmariit

3micT ait

Baxoman
3aXUCTY

Minimanabhi HeOOXigH1
napaMeTpu

Buznatueno nepconas abo pout, Ha sKi
HIOLINPIOETHCS TIOJITHKA KOHTPOJIIO JOCTYILY

ITapameTp: ac_1 _odp 01
Tum: list

Suauenns: admin,
security officer

Buznateno nepconas abo pout, Ha sKi
[TOUIUPIOIOTHCS IIPOIELY PH KOHTPOJIIO
JOCTYILY

[Tapamerp: ac_1_odp_02
Tum: list

3navennsa: admin,
security officer

Busnatueno nocanoBy oco0y, sfika KepyBaTHMe
MOJIITUKOIO Ta IMPOLELYPAMH KOHTPOJIIO
JOCTYILy

[Tapamerp: ac_1_odp_04
T list

3uavenns: admin,
security _officer

Busnaueno Jacrory, 3 fIKOIO IEPETJIAIA€THCI
Ta OHOBJIIOETHCA IIOTOYHA IIOJIITHKA KOHTPOJIIO
JOCTYIIY

ITapamerp: ac_ 1 odp 05
Tum: list

Snauenns: default deny
rule, abac_rule 1

Busnaueno nozil, siki BUMaratoTh IeperJIsmLy
Ta OHOBJIEHHSI IIOTOYHOI IOJIITUKU KOHTPOJIIO
JOCTYILy

[Tapamerp: ac_1 odp_ 06
T list

Snauenns: default deny
rule, abac_rule 1

Buznatieno gacrory, 3 fIKOIO IIE€PEIIANAIOTHCS
Ta OHOBJIIOIOTHCS ITOTOYHI IpOIeaypH
KOHTPOJIIO JIOCTYILYy

[Hapamerp: ac_1_odp_07
Tum: integer
Suauenusa: 30

Buznateno mogil, siki moTpebyOTh IEperis Ly
Ta OHOBJIEHHS IIPOLELYD

ITapameTp: ac_1 odp_ 08
Tum: integer
Suatenusa: 30

Po3pobiieno Ta 3a0KyMeHTOBAHO MOJITUKY
KOHTPOJIIO JTOCTYILY

[Tapamerp: ac_1_a_ 01
Tum: integer
SuadgenHs: 30

TToiTnKa KOHTPOJIIO JAOCTYILY MOIIUPIOETHCS
na <AC-01 ODP|01] nepconan a6o posui>;

[Tapamerp: ac_1_a_ 02
Twum: integer
Suauenus: 30

Po3pobseni Ta 3a10KyMeHTOBaHI IPOLEAYpU
KOHTPOJIIO JIOCTYILy JJIsl TIOJIEIIIEHHS
BIPOBA/I?KEHHHA ITOJIITUKNA KOHTPOJIIO JTOCTYILY
Ta HOB’S3aHUX 3 HEIO 3aXOZIB 3aXUCTY

ITapamerp: ac_ 1 _a 03
Tum: integer
Suatenusa: 30

IIporerypu KOHTPOJIIO JTOCTYILY
nomupioorecst Ha <AC-01_ ODP[02]
nepconaJji abo poJii>

Ilapamerp: ac_1_a_04
Twum: integer
Suauenuda: 30

ITomiTuka kouTposo goctymy <AC-01
ODP[03] BUBIPKOBE 3HAYEHHS
ITAPAMETPA (iB) > micTuTs MeTy

[Tapamerp: ac_1_a_ 1
a_ 01

Tum: integer

3uavenns: 30

Iosituka konrposio pocrymy <AC-01
ODP|03]| BUBIPKOBE 3HAYEHHS
ITAPAMETPA ((iB) > micTuts cdepy

3aCTOCyBaHHA

ITapamerp: ac_ 1 _a 1
a_02

Tum: integer

Suauenusa: 30

Tonituka kouTpoO focrymy <AC-01
ODP|[03] BUBIPKOBE 3HAUYEHH
ITAPAMETPA (iB) > micturs cepy

3aCTOCYBaHHSI

ITapamerp: ac_ 1 _a 1
a 04

Tum: integer

Suaenusa: 30

Ionituka Konrposo nocrymy <AC-01
ODP[03] BUBIPKOBE 3HAYEHHS
ITAPAMETPA (iB) > mictuts cepy
3aCTOCYBaHHS

[Tapamerp: ac_1_a 1
a_05

Tum: integer

Snavenns: 30

ITomiTuka kouTposo goctymy <AC-01
ODP|03] BUBIPKOBE 3HAYEHHS
ITAPAMETPA (iB) > mictuts chepy
3aCTOCY BAHHS

[Tapamerp: ac_1_a_ 1
a_06

Tum: integer

Suauenus: 30

Iosituka kourposio pocrymy <AC-01
ODP|03] BUBIPKOBE 3HAYEHH I
ITAPAMETPA (iB) > micTuts cdepy

3aCTOCyBaHHS

ITapamerp: ac_ 1 _a 1
a_07

Tum: integer

Suauenus: 30

Iosituka Konrposio mocrymy <AC-01
ODP|[03] BUBPAHE 3HAYUEHHSI
ITAPAMETPA (iB) > Binnosinae yunHEM
3aKOHAM, BUKOHABYNM HAKA3aM, JUPEKTHBAM,
[IOJIOXKEHHSIM, HOJITHKaM, CTAHIapTaM Ta
HACTAHOBAM

Ilapamerp: ac_1 a 1 b
Tum: integer
Suauenus: 30

<AC-01_ODP[04] nocaxosa ocoba>
NPHU3HAYAETHCS /s YIIPABJIHHSA PO3PODOKOIO,
JIOKyMEHTYBAHHSIM Ta PO3INOBCIO/KEHHAM
HOJITUKY Ta TPOIEyP KOHTPOJIIO JOCTYILY

ITapameTp: ac_1 b
Tum: integer
Suauenusa: 30
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IlepernagaeTbcss Ta OHOBIIOETHCS MOTOYHA, [Tapamerp: ac_1_c_ 01 _1
noJiiTuKa Kourposio gocrymy <AC-01 Tun: integer
ODP|05] uacrora> Suagenns: 30
ITorouny moJiTUKY KOHTPOJIIO JOCTYILY ITapamerp: ac_1 ¢ 01 2
HeperJIHy TO Ta OHOBJIeHO miciass <AC-01 Tum: integer
ODP|06] moziii> Snavenns: 30
IlepernanaoTbcst Ta OHOBJIIOIOTHCA IHOTOYHI [Hapamerp: ac_1_c_02_1
IpoIie/lypu KOHTpoo gocryiry <AC-01 Tum: integer
ODP[07]| gacToTa™> Snavenns: 30
ITorowuni mporeypu KOHTPOJIIO JOCTYILY ITapamerp: ac_ 1 ¢ 02 2
[IEPETJISIAI0OTHCS Ta OHOBJIIOIOTHCS ITiCIIs Tum: integer
<AC-01 _ODP|08]| moziii> Suadenns: 30
a. Pospoburu, 3a/10KyMeHTyBaTH Ta AT-1

nomwmputy [[IpusHadeHHs: cepesi BU3HAYEHOIO
opraHizaji€ro nepconanty abo poseii):

1. [Bubip (omun abo mekinbka): PiBennb
opramnizanil; Pisens wmicii/6iznec-porecy;
piBeHb cucremu| mosliTuKM OGI3HAHOCTI TA
HaBuaHHS y cdepi 3abe3medenns 6e3meKu Ta
NIPUBATHOCTI, sIKa:

(a) micTuTs MeTy, cdepy 3acTocyBaHHS, PO,
00OB’sI3KHU, BiAMOBINAJIBHICTE KEPIBHUIITBA,
KOOPAMHAIIO0 MiXK OpraHi3arliiHuMu
mipo3diTaMu Ta CUCTEMY KOHTPOJIIO
Bignosignocri (complaince);

(b) BigmIOBiTAE YMHHUM 3aKOHAM,
HOPMAaTUBHHUM JIOKyMEHTaM, JUPEKTUBAM,
HOpMaM, MOJIITUKAM, CTAHIAPTaM Ta
KEPIBHUM JIOKYMEHTaM.

2. Ilpouenypu, mo COpusitoTh peaJsiizarii
MOJIITUKY TTi/IBUIIEHHST 00I3HAHOCTI Ta
npodeciiinol miAroToBKu B rajy3i 6e3rexu,
[IPUBATHOCTI, & TAKOXK ITOB’SI3aHUX 3 HUMU
3aXO0iB 3aXUCTy iHdOpMaIlil Ta
[IEPCOHATIBHAX JAHUX.

b. Ilpusnaguru [[IpusHadeHHs: BUSHAYEHY
oprasizari€o nocaoBy ocoby| s
YIIPaBJIIHHS HOJITHKOIO Ta IPOLEIYPAMI
migBUIeHHs 00I3HAHOCTI Ta HABYAHHS Y
cdepi 3abe3neyenHst 6e3MEKN Ta TPUBATHOCTI.
c. IleperyisiiaTu Ta OHOBJIIOBATH:

1. ITorouny nosituka [[IpusnagenHs:
4acToTa, BU3HAUEHA OpraHizalii€ero| i HacTynHe
[[Ipusnavenns: noxil, BusHaveni
opranizarierol;

2. Ilpoueaypu [[Ipusnauenns: dacrora,
BU3HAYEHA OpraHizaniero| Ta HacTymHI
[[Ipusnavenns: noxil, BusHaveni
opranizanjiero].

Bubpano osine abo AekijbKa 3 HACTYITHUX
3HAYEHD [TAPAMETPIB: {pisenn
opraHizariii;

piBeHb Mmicii/6i3Hec-nipouecy;
piBeHb cucTemu }

[TapameTp: at_ 1 _odp 03
Tum: list

3HaveHHs: piBEeHb
opranisariii, piBeHb
Micii/6i3Hec-niporecy,
piBeHb cUCTEMU
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a. Po3poburn, 3a70KyMeHTyBaTH Ta AU-1

nomwmputy [[IpusHadenns: cepes nepcoHaLy
abo pouielt, mo IX BU3HAYU/IA Oprafizamis|:
1. [Bubip (ogun abo mekinbka): PiBenn
opranizanil; Pisens wmicii/6isnec-iponecy;
piBeHb cucTeMH| MOJIITUKA AyJAUTY Ta
mi3BiTHOCTI, siKa:

(a) micTuTb MeTy, cdepy 3acTocyBaHHS, PO,
00OB’sI3KHM, BiAIIOBIIaJIbHICTh KEPIBHUIITBA,
KOODJMHAINIO Mi>K OpraHi3ariiHunMu
Mipo3/aiIaMu Ta CUCTEMY KOHTPOJIIO
Bigmosinuocti (complaince);

(b) BizmOBiKAE YMHHUM 3aKOHAM,
HOPMATUBHUM JIOKyMEHTaM, JUPEKTUBAM,
HOpMaM, MMOJITUKAM, CTAaHIApTaM Ta
KEPIBHUM JIOKYMEHTaM.

2. Ilponienypu, mo COPUAIOTH 3iHICHEHHIO
MOJIITUKY ayJUuTy Ta Hi3BITHOCTI, a TakKoX
[IOB’sI3aHI 3 HUMH 3aXOAU ayJUTY Ta
mia3BiTHOCTI.

b. [lpusnaunrn [[IpusHaveHHs: BUSHAYEHY
opraHizali€o crapury nocagoy ocoby| s
YIIPaBJIiHHS IOJIITHUKOIO Ta IIPOILEypaMu
ayUTy Ta MiA3BITHOCTI.

c. [leperyisiiaTi Ta OHOBJIIOBATH ITOTOYHHI
ayIuT Ta MiA3BITHICTH:

1. nonituky [[IpusHauenus: dacrora,
BHU3HAYEHA OPraHi3alli€io] Ta HACTyIIHe
[IIpusnadennus: noxil, BusHadeni
opranizamiemnl;

2. npouenypu ayauty |[IpnsHagenHs:
BHU3HAYEHOIO OPraHi3ali€io 9acToTomo| Ta
[3aBmanus: noxil, Bu3sHaveH] opraHisamiero).

Po3pobiieno Ta 3a10KyMeHTOBAHO MOJITUKY
ayuTy Ta Mig3BiTHOCTI

ITapamerp: au_1 _a 01
Tum: list

Snauenns: default deny
rule, abac_rule 1

IloniTuka ayaury Ta mia3sBiTHOCTI JOBedeHA
110 mepcoHaJi abo pouti

[Tapamerp: au_1_a 02
T list

Snauenus: admin,
security officer

Pospobseni Ta 3a10KyMeHTOBaHI IpOLEAYpU
ayUTy Ta MiJ3BITHOCTI, 1[0 CIPUSIOTH
BIIPOBA/I?>KEHHIO IIOJIITUKH ayIUTy Ta
Mi3BITHOCTI, & TaKOXK BiAIIOBiAHI 3ax0mu
KOHTPOJIIO ayJUTy Ta HiA3BiTHOCTI

ITapamerp: au_1 a 03
T list

Snauenns: default deny
rule, abac_rule 1

ITocamoBa ocoba nmpu3HAYAETHCS IJIs
YIPaBIiHHS IOTITUKOIO Ta IIPOIeILyPaMU
aymury Ta migssiraocri AU-01(c)[01][01]
HEPETVISIAETHCA Ta OHOBJIIOETHCS IIOTOYHA
MOJIITUKA ayJuTy Ta HiA3BITHOCTI 3 "acToTa;
AU-01(c)[01]{02] nmepernsimaerbes Ta
OHOBJIIOETHCS ITOTOYHA IIOJIITUKA &YIUTY Ta
MiI3BITHOCTI ImicIs mogiit;

AU-01(c)[02][01] mepernsimaerscs Ta
OHOBJIFOETHCS TTOTOYHI MPOIEAYPH AyIAUTy Ta
MiI3BITHOCTI 3 4acToTa;

AU-01(c)[02][02] neperusiiaerses Ta
OHOBJIIOETHCH TTOTOYHI NPOIElyPH ayJUTy Ta
mi3BiTHOCTI Ticss momiin

ITapamerp: au_1 b
Tum: list

Snauenus: admin,
security officer

Buznaueno nepconas abo pouti, 10 SIKHX Mae
OyTH JOBeJeHa MOJIITUKA ayJIUTy Ta
mia3BiTHOCTI

ITapamerp: au 1 odp 01
T list

Snauenus: admin,
security officer

Buznateno nepconas abo pout, Ha sKi
[IOLIUPIOIOTHCS IIPOIELYPH ayJIUTy Ta
nig3BiTHOCTI

ITapamerp: au_1 odp 02
T list

3uadenss: admin,
security officer

Busnayeno nocasoBy oco0y, ska
YIPaBJIATHME MOJITHKOIO Ta IPOIELypaMu
ayauTy Ta HiI3BiTHOCTI

[TapameTp: au_1_odp_04
Tumn: list

3navenns: admin,
security officer
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Busnaueno gacToTy, 3 IKOIO HIEPETVISIAETHCS ITapameTp: au_1 odp 05

Ta OHOBJIIOETHCH MOTOYHA MOJITUKA &YJIUTY Ta Tun: list

miazBiTHOCTI Snauenns: default deny
rule, abac_rule 1

Buznateno mozil, ski moTpebyoTh IEpersLy ITapamerp: au_1 odp 06

Ta OHOBJIEHHSI IIOTOYHO! MOJIITUKU ayJIUTy Ta Tumn: list

MiI3BITHOCTI Snauenns: default _deny
rule, abac_rule 1

Busnayeno gacTory, 3 sIKOIO IEperysijaloThCs ITapameTp: au_1 _odp_ 07

Ta OHOBJIIOIOTHCSI IIOTOYHI IIPOIEAYPH ayIUTY Tum: integer

Ta Mia3BITHOCTI 3uauenns: 30

Buznateno mogil, siki moTpebyoTh IeperisLy ITapamerp: au_1 odp 08

Ta OHOBJIEHHSI ITOTOYHOI IIPOIELYPY AyJIUTY Ta Tum: list

miA3BiTHOCTL Bnauenns: login, logout,
failed attempt

a. Po3poburu, 3a10KyMeHTyBaTH Ta CA-1

nomupuTn cepen [[IpusHaveHHs: BUSHAYEHOTO
oprasizarieo nepconaixy abo mocan):

1. |Bubip (omuu abo nmexinbka): Pisenn
opranizanil; Pisensb wmicii/6izHec-niporecy;
piBeHB cHCTeMH| IOJITHKA OLIHIOBAHHS,
aBTOpHU3AIlil Ta MOHITOPUHTY, SKa:

(a) micTuTn MeTy, cdepy 3acTocyBaHHS, PO,
060B’s13KH, BiAIIOBIAIBHICTL KEPIBHUNITBA,
KOOPJIMHAIIO Mi»K OpraHi3aiiHuMu
miZpo3dilaMu Ta CUCTEMY KOHTPOJIIO
Bignosigaocri (complaince);

(b) BigmOBiHAE YMHHUM 3aKOHAM,
HOPMAaTUBHHUM JIOKyMEHTaM, HaKa3aM,
TMOJIOYKEHHSIM, TIOJIITUIll, CTaHIapTaM i
KEPIBHUM TIPUHIUIIAM.

2. Ilpouenypu, 1o COpusoTh peasrizariii
MOJIITUKY OIiHIOBaHHSI, aBTOPHU3aIlil Ta
MOHITOPUHT'Y 6€3IeKM Ta MPUBATHOCTI, &
TAKOK IIOB’SI3aHUX 3 HUMH 3aXO/iB
OIiHIOBaHHsI, aBTOPHU3allil Ta MOHITOPUHTY
6e31eKn Ta IPUBATHOCTI.

b. ITpusnaunTu [[IpusHadeHHs: mocamoBa
ocoba, BU3HAYEHA Oprasizaniero| miis
yIpaBJiHHS PO3POOKOIO, JOKYMEHTYBAHHIM i
POBIIOBCIO/I?KEHHSAM ITOJIITUKHU Ta IIPOLELYD
OLIIHIOBaHHS, aBTOPU3AIlil Ta MOHITOPHUHTY;
c. [leperyisiiaTu Ta OHOBJIIOBATH IIOTOYHE
OIiHIOBAHHSI, aBTOPHU3AI[I0 Ta MOHITOPUHTI':
1. Iounituky [[Ipu3nadenns: yacrora,
BH3HAYEHA OPraHi3alli€io] Ta HACTyIIHEe
|[[Ipusravenns: noxil, BusHaqeH]
opranizariemnl;

2. Ilponenypu [[Ipusnadenns: gacrora,
BHU3HAUYEHA OpraHizaniero| Ta HacTymHi
[[Ipusnavenns: noxil, BusHaveni
oprauizariero].

BU3HAYEHO [IEPCOHAJ ab0O POJIi, cepel SKUX
Ma€e 6yTH TOIIMPEHA MOJIITUKA OIiHIOBAHHSI,
aBTOpH3aIlil Ta MOHITOPUHTIY;

ITapamerp: ca_ 1 odp 1
Tum: list
3unavennsa: admin

BH3HAYEHO IIEPCOHAJ ab0 POJIl, Cepes sIKUX
MalOTh OyTH IOLINPEH] IPoLe ypu
OLIHIOBaHHS, aBTOPU3aIlil Ta MOHITOPHUHTY;

ITapamerp: ca_ 1 odp 2
Tum: list
3uavenusi: admin

BUOpaHo ogHe abo JIeKiJIbKa 3 HACTYIIHUX
3HA YEHb ITAPAMETPIB: {pisenn
oprasizarii;

piBenb wmicii/6isnec -npouecy;

piBEHB CHCTEMH };

ITapamerp: ca_ 1 odp_ 3
Tum: integer
Suauenus: 30

BU3HAYEHO YACTOTY, 3 KOO IEPErJIsiJa€ThC
Ta OHOBJIIOETHCS ITOTOYHA MOJITHKA
OIIHIOBaHHsI, aBTOPHU3aIlil Ta MOHITOPHUHIY;

ITapamerp: ca_ 1 odp 5
Tum: integer
Suadgenns: 30

BU3HAYEHO YACTOTY, 3 SIKOIO II€PEIJIsATa€ThCS
Ta OHOBJIIOETHCS ITOTOYHI NPOIELYPH
OIIiHIOBaHHSI, aBTOPHU3aIlil Ta MOHITOPHUHIY;

ITapamerp: ca_1_odp_7
Twum: integer
Suauenusa: 30

pO3pobJteHi Ta 3aI0KyMEHTOBAHI IIPOLE/LyPU
OLIIHIOBaHHS, aBTOPU3aIlil Ta MOHITOPHUHTY,
1[0 CIPUSIIOTH BIPOBA?KEHHIO IIOJIITUKHI
OIIHIOBaHHsI, aBTOPHU3aIlil Ta MOHITOPUHTIY, a
TAKOK IIOB’sI3aHi 3 HUMHU 3aCO0H KOHTPOJIIO
OIiHIOBaHHsI, aBTOPHU3aIlil Ta MOHITOPHUHIY;

[Tapamerp: ca_1 a3
Tum: list
3unadenusi: admin
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IIPOIEIYPH OI[iHIOBAHHS, aBTOPHU3allil Ta
MoHiTOpHHTY TomupoooThes ceper <CA-01
ODP[02]| nepconasy abo poseit>;

ITapamerp:

Tum: list
3HaveHHs:

ca_1 a 4

admin

nomituka <CA-01 _ODP[03] BUBPAHE
S3HAYEHH [TAPAMETPA (iB) >
OLIHIOBaHHS, aBTOPU3AIlil Ta MOHITOPUHTY
MiCTUTB POJIi;

ITapameTp:

a_3
Tum: list
3HaveHHs:

ca 1 a 1

admin

nonituka <CA-01 _ODP[03] BUBPAHE
SHAYEHHS [TAPAMETPA (iB) >
OIIiHIOBaHHSI, aBTOPHU3aIlil Ta MOHITOPUHTY
MICTUTB CHCTEMY KOHTPOJIIO BiJITOBITHOCTI;

ITapameTp:

a_ 7
Tum: list
3HaveHHs:

ca_ 1 a 1

admin

a. Po3poburu, 3a/I0KyMEHTyBaTH Ta
nomupuTn cepen |[IpusHadeHHs: BUSHAYEHUX
opranizariero nepconaiy abo posieii|:

1. [Bubip (omun abo nexinbka): Pisenn
opranizail; Pisens wmicii/6iznec-miporiecy;
piBeHb cuCTeMH| NOJIITUKY YIIPABJIiHHA
KoH@Irypare€ro, sKa:

(a) micTurs Mety, cdepy 3acToCyBaHHS, POJI,
00OB’sI3KHM, BiJAIIOBIIaJIbHICTh KEPIBHUIITBA,
KOODJMHAIIO Mi>K OpraHi3ariiHuMu
MiIPpO3iJaMy Ta CUCTEMY KOHTPOJIIO
Bignosigaocti (complaince);

(b) BizmOBiKAE YMHHUM 3aKOHAM,
HOPDMATUBHUM JOKYMEHTAaM, HaKa3aM,
IIOJIOXKEHHSM, IOJIITUKAM, CTAHIAPTaM i
KEepiBHUM IIPUHIMIIAM; IIPOLELYPH, 11O
CIIPHUSAIOTH peaJli3allil IOJITUKY yIpaBiIiHHA
KOHIrypaiii€ro ta moB’s3aHUX 3 HEIO 3aXOiB
yIpaBiinaa KOHOIrypamiemo.

b. Ilpusnauuru [[IpusHadeHHs: nocamosa
ocoba, BU3HAYEHA OpraHizanieo| miis
YIpaBJIiHHA PO3POOKOIO, JOKYMEHTYBAHHIM i
PO3IIOBCIOMI?KEHHSAM IOJITUKY Ta IPOIEAYD
KepyBaHHsI KOH®Iryparero.

c. IlepersnsinaTy Ta OHOBJIIOBATHU IIOTOYHY
OJIITUKY yIpaBiiHHA KOHMIrypamieo:

1. Iouituka [[IpusHadeHHs: yacTora,
BU3HaUYEHA OpraHizaniero| Ta HacTymHi
|[Ipusnavenns: noxil, Bu3HaqeH]
opranizaiemol;

2. Ilponenypu [[Ipusnadenns: gacrora,
BHU3HAUYEHA OpraHizaniero| Ta HacTymHi
[[Ipusrauenns: noxil, BusHaqeHi
opranizariero].

Pospobsieno Ta 3a70KyMeHTOBAHO HMOJITUKY
imenTudikanil Ta aBTeHTHdIKALIT;.
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a. Po3poburn, 3a70KyMeHTyBaTH Ta IR-1

nomwuputy [[IpusHadeHHs: cepesi BUSHAUEHOIO
opranizanjiero nepconany abo poseii|:

1. 2. [Bubip (omun abo jexinbka): Pisenb
opranizanil; Pisens wmicii/6isnec-iponecy;
piBeHb cucTeMH| MOJIITUKK pearyBaHHsI Ha
IHIIUIEHTH, SAKA:

(a) micTuTb MeTy, cdepy 3acTocyBaHHS, PO,
00OB’sI3KHM, BiAIIOBIIaJIbHICTh KEPIBHUIITBA,
KOODJMHAINIO Mi>K OpraHi3ariiHunMu
Mipo3/aiIaMu Ta CUCTEMY KOHTPOJIIO
Bigmosinuocti (complaince);

(b) BiAmOBiNAaE YMHHOMY 3AKOHOJABCTBY,
BUKOHABYMM HaKa3aM, IUPEKTHBaM, HOpMaM,
[TOJTITHKAM, CTAHAApTaM Ta KEPiBHUM
NPUHIIAIIAM; [IPOLEYPH, 110 3a0e3I1e4yI0Th
peaJiizaliito NOJIITUKNA pearyBaHHs Ha
IHIMIEHTH Ta II0B’SI3aHl 3 HEIO 3aX0u
pearyBaHHs Ha IHITHICHTH.

b. Ilpusnaguru [[IpusHadeHHs: BUBHAYEHY
Oprasizalji€r nocajoBy 0coby BHIIOIO
KepIBHUIITBA| JIsl yIPABJLHHS,
JOKYMEHTYBAHHS 1 PO3IIOBCIOPKEHH S
MIOJIITUKY Ta MPOLEAYD pPearyBaHHsS Ha
IHIUIEHTH.

c. IlepernsimaTy Ta OHOBJIIOBATH IMOTOYHI:

1. moniTHKy pearyBaHHSI Ha iHIUJIEHTH
[[Ipusnavenns: 3 BUBHAYEHOIO OPraHi3aIE0
yacroromo| i Hacrynsi [[Ipusnadenns: noail,
BU3HAYEHI oprasizanienol;

2. mpoleaypu pearyBaHHsI Ha IHIINIEHTH
[[Ipusnadenns: 3 BUBHAYEHOIO OPraHi3aI[i€o
gacrorom| ta HacrynHi [[IpusHadenHs: moAil,
BHU3HAUYEHI oprasizaijieno].

BU3HAYEHO IIEPCOHAJ abo POJIi, JO AKHX Ma€
OyTH JOBeJieHa MOJIITUKA pearyBaHHs Ha
IHIIUAEHTH;

ITapamerp: ir 1 odp 1
Tum: string

SuavenHs: Busnadeno
oprasisariieio

BU3HAYEHO [IEPCOHAJ a0 POJIl, 0 AKUX
MalOTh OyTH JIOBeJ€eHi IIPOIEeLypPU pearyBaHHs
Ha IHIUIEHTH;

ITapamerp: ir_ 1 _odp 2
Tum: string

3uadenHsi: Buznaueno
OopraHi3aljieno

BuOpaHo oxue abo OeKiJbKa 3 HACTYIIHHUX
3HAYEHD [TAPAMETPIB: {pisenn
oprasi3ariii;

piBenb Mmicii/6isnec -nponecy;
piBeHB cHuCTeMH};

IMapamerp: ir_1_odp_3
Tun: string

Snauennsa: Busnaueno
opraxizaliero

BU3HAYEHO TOCAJI0BY OCO0Y, Ka KepyBaTUMe
[OJIITUKOO Ta MPOIELypaMy pearyBaHHs Ha
IHIUAEHTH;

ITapamerp: ir_ 1 _odp 4
Tumn: string

Snauvennsa: Busnageno
oprauisarrieio

BU3HAYEHO YACTOTY, 3 SKOIO IePeryaIa€ThCs
Ta OHOBJIIOETHCS ITOTOYHA MOJIITHKA
pearyBaHHSI Ha IHIIUIEHTH;

ITapamerp: ir 1 odp 5
Tum: string

Suauenns: Busnageno
OopraHi3aljieo

BU3HAYAIOTHCS IOJ1, SKi IOTPEOYIOTH
IeperJIsALy Ta OHOBJIEHHS IIOTOYHOI IOJIITUKH
pearyBaHHs Ha IHIUJIEHTU;

ITapamerp: ir_1_odp_6
Tum: string

3uavennsi: Buznaueno
oprasxizaliero

BU3HAYEHO YaCTOTY, 3 SKOIO IePerja aloThCa
Ta OHOBJIIOIOTHCS IOTOYHI POy P
pearyBaHHs Ha IHIHIEHTH;

[Hapamerp: ir_1_odp_7
Tum: string

Suauennst: Busnadeno
opraxizaliero

BU3HAYEHO MOJIl, siKi IOT pebyIOTh IePeryIsiLy
Ta OHOBJIEHHS NIPOLIELYD pearyBaHHS Ha
IHIUAEHTH;

[Tapamerp: ir_ 1 _odp_ 8
Tum: string

Suadvenns: Busnadeno
oprasisartieio

PO3pO6JIEHO Ta 33aJ0KYMEHTOBAHO IOJITHKY
pearyBaHHs Ha IHIUJIEHTH;

[Tapamerp: ir_ 1 _a 1
Tum: string
Suauenns: Busnageno
OopraHi3aljie
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MOJIITUKA pearyBaHHsI Ha IHITUIEHTHU [Tapamerp: ir_1_a_ 2
nommupioerses ceper <IR01 ODP[01] Tum: string
nepconaiy abo poJiei>; Suauenns: Busnateno
opraHizaljien
po3pobJieHi Ta 3aI0KyMEHTOBAHI IIPOLELY DU ITapamerp: ir 1 _a 3
pearyBaHHSI Ha iHIIMJIEHTH, [0 CIPHUSIIOTH Tun: string
BIIPOBA/?)KEHHIO [IOJIITUKK pearyBaHHs Ha Suauennst: Busnageno
IHIIUJIEHTHU Ta OB SI3aHUX 3 HEIO 3aXOJIiB opraHizaljieno
3aXUCTy 3 pearyBaHHsI Ha iHIMIEHTH;
MIPOIEIYPH pearyBaHHS Ha 1HIIMAEHTHA ITapamerp: ir 1 a 4
nomupooTses cepen <IR01 ODP[02] Tum: string
nepcoHaxy abo posei™>; Suauenns: Busnatueno
OopraHizaljieo
HOJITHKa pearyBaHHs Ha iHmmmentu <IR-01 ITapamerp: ir 1 a 1 a
ODP|03] BUBPAHE 3HAYEHH (1) 1
ITAPAMETPA (iB) > micTurh Mery; Tum: string
Suauenns: Busnateno
opraHi3aljieno
IOJIiITHKA pearyBaHH« Ha iHiuaenTn <IR-01 ITapamerp: ir 1 a 1 a
ODP|03] BUBPAHE 3HAYEHHS () 2
ITAPAMETPA (iB) > mictuts chepy Tum: string
3aCTOCYBaHHS; Suadvenns: Busnadeno
oprauisariieio
TOJTITHKa pearyBaHHdA Ha inmuaenTn <IR-01 [Tapamerp:ir_1 _a_ 1 a
ODP[03] BUBPAHE 3HAYEHHS () 3
ITAPAMETPA (iB) > micTuts pout; Tum: string
Suadyennst: Busnadeno
oprasizarji€io
HOJITUKa pearybBannsa Ha inmuaentu <IR-01_ [Tapamerp:ir_ 1 _a 1 a
ODP[03] BUBPAHE 3HAYUEHHS () 4
ITAPAMETPA (iB) > MicTuTh 060B’13KH; Tum: string
Suauennst: Busnadeno
opraxizaliero
HOJITHKa pearybanns Ha inmuaentu <IR-01_ [Mapamerp:ir_1_a_1_a_
ODP[03] BUBPAHE 3HAYEHHS (1) 5
ITAPAMETPA ((iB) > micTturs Tumn: string
Bi/IITOBIJAJIbHICTh KEPIBHUIITBA; 3uavuenusi: Buznaueno
oprasxizariero
HOJITHKa pearyBaHHs Ha iHmmmentu <IR-01 ITapamerp: ir 1 a 1 a
ODP|[03] BUBPAHE 3HAYEHH (1) 6
ITAPAMETPA (iB) > MicTUTb KOOPAMHAILIIO Tum: string
MixK mizposgislamMu oprasizartii; 3uadenHsi: Buznaueno
OopraHi3aljieno
HOJITHKa pearyBaHHs Ha iHmumentu <IR-01 IMapamerp: ir 1 a 1 a
ODP|03]| BUBPAHE 3HAYEHHZ () 7
ITAPAMETPA (iB) > micTuTh cucremy Tum: string
KOHTPOJIIO BiJIITOBiZHOCTI; Suauenns: Busnaueno
oprasisariieio
OJIITHKA pearyBaHHs Ha iHiuaenTn <IR-01 ITapamerp:ir_ 1 _a 1 b
ODP|03] BUBPAHE BHAYEHHSA Tum: string
ITAPAMETPA (iB) > Bignosizae unaHOMY Snavenns: Busnadeno
3aKOHOJIaBCTBY, BUKOHaBYMM HaKa3aM, opraHizariero
JUPEKTUBAM, HOpMaM, HOJIITUKAM,
CTaHZApTaM Ta KEPIBHUM IIPUHIUIIAM;
<IR-01_ ODP[04] mocaznosa ocoba>> IMapamerp: ir_1_b
[IPU3HAYAETHCS JIs1 YIIPABIIIHHS PO3POOKOIO, Tum: string
JIOKYMEHTYBAHHSIM Ta PO3MOBCIOKEHHSIM Suauennst: Busnadeno
IOJIITUKHY Ta IPOIEJyp pPearyBaHHS Ha oprazizaliero
IHIUAEHTH;
MIEPErIANAETHCH Ta OHOBJIIOETHCA NIOTOYHA ITapamerp:ir_ 1 ¢ 1 1
MOJIITUKA pearyBaHHs Ha Twum: string
Suauennst: Busnayeno
oprasxizaliero
IIOTOYHA ITOJIiTUKA pearyBaHHs Ha iHIIMJIEHTH ITapamerp: ir_ 1 ¢ 1 2
IIEePerJIATa€ThC Ta Tum: string
Suadennst: Busnadeno
opraHizari€io
IIEePeryIAIaloThCA Ta OHOBJIIOIOTHCS MOTOYHI [Tapamerp: ir_ 1 c 2 1
[IPOLIEJyPU PearyBaHHs Ha Tum: string
Suaduenns: Busnadeno
oprasisariieio
IIOTOYHI NIpPOLeAyPH pearyBaHHS Ha ITapamerp: ir 1 ¢ 2 2
IHIIMAEHTHU [IEPErIsAIAI0ThCA Ta Tum: string
Suauenns: Busnatueno
OopraHizaljieno
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a. IlianyBaTu, JOKyMEHTYBaTH Ta
[IEepPEerVIsAIaTH 3AMUCH 3 TEXHITHOTO
06CIyroByBaHHs, PEMOHTY ab0 3aMiHKi
KOMIIOHEHTIB CHUCTEMU BiIIOBITHO O BUMOT
BHUPOGHHMKA Ta [IOCTAYAJbHUKIB Ta/ab0o BUMOr
opramxizariii.

b. 3aTBepauTu Ta 3AiCHIOBATH MOHITOPUHT
ycix 3axo/iB 3 TEXHIYHOrO OOGCIyTOBYBaHHS,
He3aJIe’KHO BiJl TOTO, BUKOHYIOTbCSI BOHU Ha
wmicii abo BijiajieHo, a TaKOXK Yu
06CIIyrOBYIOTbCSI CUCTEMH ab0 CHCTEMHI
KOMITOHEHTH Ha MiCIli, YU IepeMilyioThCs B
iHIIIe Micrie.

c. Bumararu, mo6 [[Ipusnauenus: BusHadeHi
OpraHi3aIi€o NepcoHas uu poJii| siBHO
CXBaJIMJIM BUJIAJIEHHS cucTeMu abo
KOMIIOHEHTY CUCTEMHU 3 OpraHizariiiHoro
0b6JIagHAHHS JJIsT TEXHITHOTO
06CIyroByBaHHs, PEMOHTY 4H 3aMiHU 11034
06’eKTaMU eKCILTyaTariil.

d. Ounmaru obJsiaHAHHS 3 TIOTJISLY
BHIAJIEHHs BCiel indopmaril 3 HociiB 10
BUJIYyY€HHs OOJIaJHAHHSI OpTraHi3ariil JJis
TEXHIYHOrO 0OC/IyrOBYBaHHsI, DEMOHTY YU
3aMiHU 11032 00’ €KTaMM EKCILIyaTarlil.

e. IlepeBipuTn Bci noreHniiino nopyurexi
3aXOIM 3aXUCTY, 106 MEPEKOHATHCH, 10
BOHH, $IK 1 paHillle, IPAIOIOTh HAJIEXKHUM
YMHOM IiCJIs it 3 00CIyrOByBaHHsI, PEMOHTY
abo 3amMiHuU.

f. Baocuru [[Ipusnadenus: Busnavdeny
opranizaiiero iHdopmallito, MoB’a3any 3
TeXHIYHUM OGCIIyrOBYBaHHSM| J0 3alucCiB 3
TEXHITHOrO OGC/IyrOBYBAHHSI.

MA-1

a. Po3poburi, 3a/I0KyMEHTyBaTH Ta
nomupuTn cepen [[IpusHadeHHs: BU3SHAYEHOrO
opranizarieo nepconaisy abo mocas):

1. 2. mosiTuky 3axucry HociiB indopmarril,
KAl

(a) micTuTs Mety, cdepy 3acTocyBaHHS, PO,
060B’s13KH, BiITOBIJAIBHICTH KEPIBHUNITBA,
KOOPAMHAIIIO0 MiXK OpraHi3alliiHuMu
MiIpo3/AiTaMu Ta CUCTEMY KOHTPOJIIO
Bignosiguocri (complaince);

(b) BiAmIOBiTAE YMHHOMY 3AKOHOJIABCTBY,
BUKOHABYMM HaKa3aM, IHUPEKTHBaM, HOpMaM,
MOJIITHKAM, CTAHJapTaM Ta KEPIBHUM
[IPUHIMIIAM; IPOLEIYPH, K CHPUSIIOTH
3IMCHEHHIO IOJIITUKU Ta 3aXOJIiB 3aXUCTY
HOCITB iH(dOopMail.

b. [lpusnaguru [[IpusHadeHHs: BUSHAYEHY
oprarizaniero nocanoBy ocoby| ms
YIpaBJliHHS PO3POOKOIO, IOKYMEHTYBaHHS, Ta
POBIIOBCIO/I?KEHHS IOJIITUKY Ta IIPOIELy PAMU
3aXUCTy HOCITB iHOpMAIil.

c. [leperyisiiaTi Ta OHOBJIIOBATH YHHHY
CHCTEMY 3axXHCTy HOCIIB iHdopmaril:

1. MOTOYHY IOJITHKY 3aXUCTY HOCIIB
indopmaniil [[IpusHadeHHs: 3 BUSHAYEHOIO
OpratizaIieo 4acToromnol;

2. mOTOYHI IpoIesypHU 3aXUCTy HOCIIB
indopmanii [[IpusHadeHHs: 3 BUBHAYEHOIO
Opraizalj€o 1acToToo).

MP-1

Pospobiiero Ta 3a10KyMEHTO BaHO MOJITHKY
GbizuYHOro 3aXUCTy Ta 3aXUCTy poHOIOro
CEePEJIOBHUIIA;.

PE-1

Pozpobiiena Ta 3a/10KyMeHTOBaHA MTOJIITHKA
IJTaHyBaHHS OE3IEKU.

PL-1

Pospobsiena Ta 3a10KyMeHTOBaHA MOJIITUKA
0Oe3I1eKH IIePCOHAILY;.

PS-1
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IlommuproeTbest moTiTUKA OIIHKY PU3UKIB Ha RA-1

<RA-01_ODP[01] nepcounasn abo posi>;.

IlosiTuky Ta npoeypu IPpUIOAHHS CUCTEM SA-1

Ta MOCIyT.

a. Po3poburu, 3a10KyMeHTyBaTH Ta SC-1

nomupuTy cepen [[IpusHavueHHS: BUSHAYEHOTO

opranizariero nepconasy abo mocazosux ocio|:

1. 2. ITomiTHKY 3aXUCTy CHCTEMHU Ta

KOMYHIKalliii, sika:

(a) micTuTh MeTy, cdepy 3acToCyBaHHS, PO,

00OB’sI3KHM, BiIIOBIIaJIbHICTh KEPIBHUIITBA,

KOOPAMHAIIIIO0 MiXK OpraHi3alliiHuMu

MiIpO3aiTaMu Ta CUCTEMY KOHTPOJIIO

Bignosigaocri (complaince);

(b) BignOBiNAE YMHHOMY 3aKOHOZABCTBY,

BUKOHABYMM HaKa3aM, IHUPEKTHBaM, HOpMaM,

IIOJIITUKAM, CTAHIAPTAM Ta KEPIBHUM

npuHnunaM. Ilponenypu st cipusiHHsA

BIIPOBa/?KEHHIO IOJITHKH B 00JIacTi 3axucTy

cucTeM 1 KOMyHIKalliif, a TaKOX IOB’sI3aHUX 3

HHUMU CUCTeM 1 3acobiB 3aXUCTy 3B’A3KY.

b. IIpusnaunTty [[IpnsHadeHHs: BU3HAYEHA

oprasizalfi€o 1mocajoBy ocoby| s

YIIPaBJIiHHSA IOJIITUKOIO Ta IIPOLELYPaMu

3aXHMCTY CUCTEMM Ta KOMYHIKAI.

c. IlepernsimaTu Ta OHOBIIIOBATH:

1. HOTOYHY HOJITHKY 3aXUCTY CUCTEMHU Ta

komyHikauiii [[Ipusnavenns: BusHaueHa

opranizanjiero gacroral;

2. IOTOYHI IIPOIELYPHU 3aXUCTy CUCTEMU Ta

koMyHikani#l [[IpusHaueHHs: Bu3HAUEHA

oprasizalfi€eio 1acroral.

Busnaueno nepconasi abo poJi, /10 SIKUX Ma€ ITapamerp: sc_1 odp_ 01

OyTH JOBEJeHa MOJIITUKA 3aXUCTy CUCTEMU Ta Tum: list

KOMYHIKaIin Suauenns: admin,
security officer

Busnaueno nepconas abo posii, Ha dAKi ITapamerp: sc_1 odp_ 02

[IOIMIUPIOIOTHCS IIPOLELYPH 3aXUCTY CUCTEMU Tum: list

Ta KOMYHIKaIii 3navenus: admin,
security officer

Busnaueno mocaioBy ocoby, sika KepyBaTHMe [Tapamerp: sc_1 odp_04

IIOJIITUKOIO Ta HPOIElypaMU 3aXUCTy CHUCTEMH Tum: list

Ta KOMYHIKaIiit 3uadenHs: admin,
security officer

Busnauena nepioguunicTs neperyismgy Ta ITapameTp: sc_1_odp 05

OHOBJIEHHSI IIOTOYHOI IOJIITUKH 3aXUCTY Tum: list

CHCTEMHU Ta KOMYHIKaIii Suauenns: default deny
rule, abac_rule 1

€ mogzil, fKi BUMAraloThb IePerjsagy Ta ITapamerp: sc_1 odp_06

OHOBJIEHHSI IIOTOYHOI MOJIITUKU 3aXUCTY Tumn: list

CHCTeMM Ta KOMYHiKaIliit Snauenns: default _deny
rule, abac_rule 1

Busnayena nepiogudHicTh neperysgy Ta ITapamerp: sc_1 _odp_07

OHOBJIEHHSI IOTOYHUX IIPOLEAYDP 3aXHUCTY Tum: string

cucTeMHU Ta 3acObiB 3B’SA3KY 3Ha4YeHHs: MOPITHO

Ilomituka i npomexypu mimicuocti indopmarii. | SI-1

Busnagyeno nepconaJsi abo poJi, 10 IKUX Ma€
OyTH JOBeJeHa MOJIITUKA IIJIICHOCTI CUCTEMU
Ta indopmarril

ITapamerp: si_1_odp_01
Tum: list

Sunavennsa: admin,
security officer

Busnaueno nepconas abo posii, Ha sAKi
MOMINPIOIOTHCS IPOLEAYPHU IiTICHOCTL
cucreMu Ta iHOPMAIil

ITapamerp: si_ 1 _odp 02
Tum: list

3uadenns: admin,
security officer

Busnaueno moca1oBy ocoby, BiAIIOBi1a/ibHY
3a yIPaBJIiHHS CUCTEMOIO Ta IIOJIITUKOIO i
poleAypaMu IijgicHocTi iHdopMaril

ITapamerp: si_1 odp 04
T list

Suauenus: admin,
security officer

Busnaueno nepioaudanicTh neperssiy ta
OHOBJIEHHSI IIOTOYHOI IMOJIITUKH II1JIICHOCTL
cucremu Ta indopmarii

ITapamerp: si_1 _odp 05
T list

Suauenns: default deny
rule, abac_rule 1
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€ mopil, sIKi BUMArarTh IEPerysily Ta
OHOBJIEHHS IOTOYHOI MOJIITHUKH IIJTiICHOCTI
cucremu Ta iHGOPMAIil

ITapamerp: si_1_odp_ 06
Tum: list

Suauenns: default _deny
rule, abac_rule 1

Busnaueno gacTory, 3 sIKOIO IE€perysjaloThCs
Ta OHOBJIIOIOTHCS ITOTOYHI IiJIICHOCTI cucremMn
Ta iHdopmarril

[Tapamerp: si_1 _odp 07
Tum: integer
SuadgenHs: 30

a. Po3pobiThk, 3a/I0KyMEHTYyHTE Ta MOIIUPTE
[[Ipusnauenns: nepconan abo poJii, BU3HaYeH]
opranizarieo|:

1. |Bubip (omuu abo nexinbka): Pisenn
oprauizanil; Pisens wmicii/6izuec-niporecy;
piBeHB cHCTeMH| IOJITHKA yIpaBJiHHS
PU3MKAMHM JIAHIOTa IIOCTAYaHHs, sKa: a)
Posrasnae mety, chepy aismbaOCTi, poud,
BIJIIOBIJaJIbHICTD, 3000B’A3aHHsT KEPIBHUIITBA,
KOOPAMHAIIIO0 MiXK OpraHi3alliiHuMu
nigposaiiamMu Ta BignoBiaHiCTE; b)
Bignosizae ynHHUM 3aKOHAM, BUKOHABYUM
HaKa3aM, JUPEKTUBAM, ITOJIO?KCHHSIM,
[OJIITUKAM, CTaHIapTaM i BKa3iBKaM;

2. Ilpouenypu Ajist COPUSIHHS BIPOBAIXKEHHIO
MOJIITUKY yIIPaBJIiHHS PU3MKAMHU JIAHIIOTa
HOCTaYaHHS Ta BiAIOBIAHUX 3aCO0IB
KOHTPOJIIO yIIPABJIHHS PU3UKAMH JIAHIIOTa
[IOCTa4YaHHS;

b. ITpusraunTn [[IpusHadenHs: mocamoBa
ocoba, BU3HaYeHa oprasizaniero| s
yIpaBJiHHSA PO3POOKOIO, JOKYMEHTYBAHHAM i
PO3IOBCIO/I?KEHHSAM IOJIITHKHU Ta IIPOLELYD
YIIPaBJIiHHS PU3UKAMU JIAHIIOra [TOCTAYaHHS;
c. IlepernisiHpTe Ta OHOBITH IIOTOYHE
YIIPaBJIiHHS PU3UKAMU JIQHIIOra [TOCTAYaHHS:
1. ITonituka [[IpusHadenHs: gacTora,
BH3HAYEHA OpraHi3alli€io] Ta HACTyIIHEe
[IIpusravenns: noxil, BusHaqeH]
opranizariemnl;

2. Ilpouenypu [[Ipusnauenns: gacrora,
BHU3HAUYEHA OpraHizaliero| Ta HacTynHi
[[Ipusnavenns: noxii, BusHaveni
opranizamjiero].

SR-1

TIAHYBAHHSI (PL)

84

IIJTAHI 3AXUCTY
IHOOPMAILIIL TA
IMEPCOHAJIBHUX JTAHIX
(PL-2)

Pospobuieno mitan 3axucry indopmarii, skuit
BimoBifgae apxiTeKTypi mignpueMcTsa
opraHizariii;.

PL-2
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